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Editorial

Predslov
Martin Sperka

Dear readers,

You are holding the first issue of a scientific journal which originated from a cooperation
between The Faculty of Informatics at the Pan European University in Bratislava and an
association EDUCATION - SCIENCE - RESEARCH that is focusing on applications of Information
Technologies (IT).

Nowadays it would be more difficult to find any areas of human activity which we do not
apply IT to than to count those which use them. IT are multidisciplinary - within the science and
engineering discipline itself as well as in the areas where they are applied. From the broad
spectrum of different application areas, different information technology branches are
emphasized. Sometimes the Information Systems are important and another time it is Software
Engineering or Artificial Intelligence that plays a key role.

Information Systems offer even a wide range of specializations with different architectures.
They work hand in hand with Computer Systems and Networks and these are more and more
mobile. Smart phones and tablet computers are becoming our everyday partners. This topic is
closely related to the area of Telecommunications - hence the name Information and
Telecommunication Technologies (ICT). Merging computers and telecommunications allows
different forms of telepresence - from simple video conferencing to the complex geographically
distributed collaborative environments and the Cloud Computing platforms.

Historically, IT were developed together with the Control Engineering sometimes called
Engineering Cybernetics. This discipline deals with the control and automation of processes.
These processes can be simple real time temperature controller using one chip microcomputer
or the complex technological or business enterprise processes controlled by a system running at
the distributed multicomputer network.

Representative of the electronic company during his presentation at the Slovak University of
Technology said that the most wanted specialists in car electronics are software engineers - the
huge leap since the time, when the car “electronic” system represented few wires connecting car
battery with ignition, lights and window wipers.

Business processes are connected with office applications, accounting and other
calculations requiring knowledge provided traditionally by business and economy schools. For
this reason many companies seek job candidates with the deep IT knowledge and skills as well as
wide knowledge of economics, management and soft skills (T-shape professional).

The above mentioned facts illustrate the broad definition of ICT applications. We primarily
focus on application areas which are in the scope of the interest at the Pan European University.
They are involved in study and research programs at the Faculty of Economics and Business,
Faculty of Law, Faculty of MassMedia, Faculty of Psychology and finally Faculty of Informatics.
Despite the fact that the economics and business are one of the oldest targets for computer
modelling and simulation, the space for novel approaches, methods and systems exist. New
super computers and grid computing allow to simulate more complex micro and macro
economics models.
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Using ICT in the law, forensic science (criminalistics) and criminology is usually restricted to
the office applications or data bases. Collaborative work, document and project management
systems, simulating and reconstructing criminal acts and accidents, data mining, expert systems
and other workflow, modelling and artificial intelligence methods are very rare. Other aspects
are legislative problems in the fight against computer crime, illegal Internet content, data
security in computer networks and data centres, intellectual property and privacy protection.

The Internet became the most universal mass media platform, which enhances and even
replaces classic newspapers, journals, books, radio and television. New technologies e.g. virtual
and augmented reality brings new paradigms of communication by the enhancing modern
telepresence tools (video conferencing, Internet telephony and unified communication) with a
third spatial dimension. Huge information assets distributed all over the world and accessible
through the Semantic Web represents an effective and efficient form of Technology Enhanced
Learning, but can be used in the science, business and cultural heritage protection.

ICT are not only a new tool for psychologists but psychological aspects of computing - for
example in human computer interaction, social networks and dealing with the information flood
are crucial in the design of future information systems.

These are main topics we would like to focus on, but they are not strictly limited. The first
issue of the journal is heterogeneous, although in the future we plan to publish monothematic
issues focused on one or maximum two subjects. We decided to publish papers in English as well
as in Slovak or Russian languages with a brief English abstract. The main goal of the journal is to
achieve high quality research papers, concentrated on the original results. As the border
between scientific and highly innovative and creative engineering solutions in the IT is fuzzy,
preferred topics for publications are novel applications of the existing IT and new IT at known
applications with the focus in the above mentioned areas. In order to achieve this target we
welcome any comments, opinions and suggestions from you, dear authors and readers.

associate professor Martin Sperka, PhD.
Editor-in-Chief
Faculty of Informatics, Pan European University,
Navdadzova 5, SK-82101 Bratislava
martin.sperka@paneurouni.com
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Jakub Breier, Ladislav Hudec
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Abstract:

Risk evaluation approaches in information technologies are based on subjective and
qualitative methods of measurement and evaluation mainly. This paper proposes approach
based on the Analytic Hierarchy Process technique that uses level of security mechanisms
implementation as an input. By using the predefined weights of these mechanismes it will give
us overall security score in five main security attributes - confidentiality, integrity,
availability, authenticity and non-repudiability. The main purpose of this work is to bring an
objectivity into the process of the risk assessment and to provide an adequate evaluation of
implemented security controls. As a basis for our work the ISO/IEC 27002:200S5 standard is
used. This standard contains the database of control objectives to which the proposed security
mechanisms are assigned.

> Introduction

Information security risks pose a serious threat to organizations dependent on their
information systems. Both known and unknown vulnerabilities can be exploited to compromise
security attributes - confidentiality, integrity, availability, authenticity or non-repudiability
of information used by organization. There exist different layers of security including physical
protection, protection by cryptography, ensuring authenticity or asset classification in order to
minimize the effect of both internal or external threats. It is necessary that responsible leaders
and managers understand their responsibilities and support the information security
management so it could improve the protection of organization assets.

There are many documents describing risk assessment techniques, they usually propo-
se theoretical approaches and provide generic guidances on choosing security controls. But they
usually fall short on describing practical aspects and giving an objective discrete-scale
evaluation. Risk managers and security professionals need formalized quantitative risk
measures and metrics, so they can efficiently and correctly measure risks. The comprehensive
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risk management framework with risk metrics would improve the risk assessment by giving
organizations and would enable easier decision making in information security management.

Our goal is to bring the objectivity into the process of the risk assessment and evaluation and
to express the security score in an organization in five basic security attributes. We used the
security mechanisms implementation score to measure the quality of implemented security
controls and the Analytic Hierarchy Process technique to express the importance of particular
mechanisms. Security controls are originated from the ISO/IEC 27002:2005 [ISO27002] standard
and we propose security mechanisms for each control objective from this standard.

The rest of this paper is structured as follows. The section 2 provides an overview of a related
work in the field of the security evaluation. The section 3 describes our approach for this
problem and defines methods used in our work. Next section 4 contains case of study of our
method and the last section 5 concludes this paper and provides a motivation for further work.

~ Related Work

There exist a number of recent papers describing the security evaluation supported by some
sort of metrics or proposing an evaluation model based on quantitative criteria.

In [Sarmah2008] Sarmah et. al. constructed a formal model for organization security
patterns. This paper uses Formal Concept Analysis (FCA) [Priss1996] method to generate the
security pattern lattice that could be used as a hierarchy classification model for information
security attributes and high-level security mechanisms. The work is based on Common Criteria
for Information Technology Security Evaluation (CCITSE) [ISO15408] which serves as a
database for trusted elements used in the model. However the proposed model does not concern
about security evaluation, it only discusses the way how the information security elements
should be organized.

In [Ekelhart2009] Ekelhart et. al. propose a security ontology for organizing knowledge on
threats, safeguards, and assets. This work constructs classification for each of these groups and
creates a method for quantitative risk analysis using its own framework. The work does not use
known standards or guidelines as an input for its evaluation model, so desired mechanisms and
countermeasures have to be defined in the process of risk analysis.

The closest work, proposed by Cuihua et. al. [Cuihua2009] uses the Analytic Hierarchy
Process (AHP) and Grey Relational Analytic Process (GRAP) to combine qualitative evaluation
with quantitative decision. First it uses the AHP technique to get the security elements weights
and then it analyzes the evaluation data with GRAP. The paper is also based on CCITSE, but it
does not clarify the process of assigning weights to elements from this standard.

There exist further works using AHP as a main technique for the security evaluation
[Xu2011, Xuhua2010, Xinlan2010], these do not however, follow some well-known standard in
information security.

There is also a paper [Verendel2009] criticizing the quantitative security evaluation
approach stating that there is a lack of validation and comparison between these methods against
empirical data.

. Methods

The methods described in this section are used for security evaluation based on security
mechanisms and metrics. This evaluation is based on the ISO/IEC 27002 standard [ISO27002].

This section is divided into two subsections, the first one 3.1 provides the overview of the
proposed model and the second one 3.2 describes the Analytic Hierarchy Process (AHP)
technique and its usage for our problem.

Information Technology Applications / Aplikdcie informacnych technoldgit



Security Mechanisms Role in Information Security Evaluation

~  Qverview

In picture 1 we can see the main idea of our model. We select appropriate security
mechanisms for each control objective from the standard. One security mechanism can
contribute to one or more control objectives and one control objective can be supported by one
or more security mechansims. These relations are weighted, so we can adjust the influence of
each assignment. We can express this part of a model with the weighted sum:

Coi zzn‘an XW(MH )’ (]-)
1

where M,, is the score of the security mechanism n and W(M,) is its weight. As we can see in the
table 1, variable M, can take six values in accordance to correctness of implementation and
variable W(M,) can take values from interval [0;1]. For example, Cobit 4.1 [Cobit2007] defines
similar classification in its Maturity model for internal control, however there is no quantitative
parameter - the status of internal control implementation is expressed in a verbal way.

® @ ®
A

IConﬁdentia|i|y| | Integrity | | Availability | | Authenticity | lNon-repudlallon

Fig. 1: Security mechanisms M1-M, implement security controls desired by control objectives in
standard in order to improve the overall score of information security attributes, depicted
at the bottom.

Total sum of incoming weights to one control objective is 1. Following this proposal, each
control objective is evaluated by one value from interval [0;1], which can tell us, how the
organization successes in its implementation.

Tab. 1: Overall score of security mechanisms implementation.

Level Score Description
0 0.0 Not implemented
1 0.2 Implemented with serious defects, not working properly
2 0.4 Implemented with serious limitations
3 0.6 Implemented with minor limitations
4 0.8 Implemented well, not tested in a real environment
5 1.0 Implemented well, tested and verified in a real environment
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The other part of the picture depicts the relationship between control objectives and security
clause. The standard does not tell us anything about the importance of particular control
objectives for the security clause, however the importance cannot be distributed equally
considering just particular security attribute. We will use the weighted sum to get the evaluation
of security clauses:

so, =Y. co, xw(co,), ®)
1

where variable CO, is the evaluation of the control objective n and variable W(CO,) is its weight.

The last part of the picture is about relationship between security clauses and security
attributes. We have chosen the way of expressing the overall security score in an organization
with standard security attributes, confidentiality, integrity, availability, authenticity and
non-repudiation in order to maximize simplicity of the result. It improves readability of the final
security report also for people who are not familiar with the ISO/IEC 27002 standard. The
security clauses are listed below together with the abbreviations used later in the text:

e Security policy (SP)
¢ Organization of information security (OIS)
e Asset management (AM)
e Human resources security (HRS)
e Physical and environmental security (PES)
e Communications and operations management (COM)
e Access control (AC)
e [nformation systems acquisition, development and maintenance (ISADM)
e Information security incident management (ISIM)
e Business continuity management (BCM)
e Compliance (CMP)
Each security clause affects each security attribute in some way. We have to add the weight

of each relation to express how significantly does the security clause contribute to particular
security attribute. We will use the following expression to evaluate the chosen security attribute:

SA, =Y.sc, xw(sc,) 3)
1
where variable SC, is the evaluation of the security clause n and variable W(SC,) is its weight.

» Analytic Hierarchy Process

Analytic Hierarchy Process (AHP) [Saaty1990] is a technique of organizing and analyzing
complex decisions. Decision factors are arranged in a hierachic structure, splitted into overall
goal, criteria, subcriteria and alternatives in successive levels. We make the judgements upon the
lowest level elements of the hierarchy in the form of paired comparisons. Following the
hierarchical structure, we compare them on a single property, without concern about the other
properties, which makes it easier to decide which one has an advantage over the other one. The
comparison is based on verbal judgements (equal, moderately more, strongly more, very
strongly more, extremely more), expressed in odd values from 1 to 9.

Information Technology Applications / Aplikdcie informacnych technoldgit
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We construct a matrix A of these comparisons and multiply it by vector w of weights. The
solution of Aw=nw the principal right eigenvector of A and is unique to within a multiplication
constant:

Al AQ e An
Ay fwi/wy wifwa ... wi/wy wq wn
Ay | wywy  wafws ... wy/wy, wo we
: . . =n| . |. (4)
Ap \wp/wy wyfwe .. wy/wy, Wy, Wnp,

We normalize vector by dividing its components by their sum. Then we compute the largest
eigenvalue:

T Y (s)

=1 W,
where (Aw), represents the element i in vector (Aw).
The next step is computing the consistency index (CI):

-n
Cl=—""— (6)

n-1
If the consistency ratio (CR), which is the ratio of CI to an index from random matrix, is
significantly small (about 10%), we accept the estimation of w. Otherwise we have to improve
the consistency.

The last step is obtaining the final ranking of the elements of the lowest (alternative) level. If
the number of alternatives is n, the number of subcriteria families in the middle level is m,
w=(w;, w,,... w,)7T is the evaluation vector of all the criteria with respect to the goal level and
w=(w,, w,,... w,)Tis the evaluation vector of all the alternatives with respect to family j, then the
final ranking vector of alternatives is:

w.:Zw,xw.. (?)

wherei=1,2,..,n.

This techique was previously used in several papers concerning risk assessment and security
evaluation in information systems [Fu2011, Cuihua2009, Xuhua2010, Xinlan2010]. It can be
used to analyze security decisions and to provide recommendations on investing into the right
security controls.

In our work we use the AHP to determine weights of particular security mechanisms, so we
can find out how do they contribute to security attributes. In figure 2 our model is depicted. The
model is splitted into the levels following the AHP technique. First, we define five overall goals -
security attributes. Then we assign meaningful weights to security clauses and corresponding
control objectives within each attribute. And finally, we assign weights to security mechanisms
choosed for every control objective. AHP will give us the overall score of each security
mechanism in the context of a security attribute, which will be further used as a parameter for
security evaluation.
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> Case Study

The proposed method is explained on a concrete example, which can provide an overview,
how the evaluation model works. To save the space, we have chosen security attribute
availability only to illustrate the evaluation.

Overall goal Criteria Subriteria Alternatives
I 1 I
| | | M_1
I 1
| | w_m_1
I 1
I |
I 1
! I CO 1
[ w_co_1
I
I
I
I .
! sc1 M N
w_scl w_m_n
Availability ' CoOM
w=1 w_co_11
SC 11
w_sc11

Fig. 2: Splitting and weight selection process following the AHP technique.

The first parameter of the model - the availability matrix - contains the paired comparisons
of security clauses. It denotes how do they contribute in ensuring availability of assets in an
organization. For example, if the comparison between Asset management (AM) and Physical
and environmental security (PES) is 3/1, it means that AM is three times more important than
PES from the availability point of view. Numbers in the matrix are estimated from the detailed
describtions of the clauses from the ISO/IEC 27002 standard.

Availability SP OIS AM HRS PES COM AC ISADM ISIM BCM CMP

SP (11 2/1 1/5 971 1/5 1/3 5/1 5/ 71 17 3/1
OIS /2 1/1 17 91 1/7  1/6 2/1  3/1 771 11 21
AM 5/1 7/1 1/1 971 321 21 7/1 71 9/1  2/1  5/1
HRS 1/9 1/9 19 11 1/9 1/7 1/3  1/2 /2 19 1/7
PES 5/1 7/ 1/3 9/1 1/1  2/1 5/1 51 9/1  2/1  5/1
COM 3/1 6/1 1/2 7/1 1/2 1/1 5/1 5/1 7/1 1/2  5/1
AC 1/5 1/2 17 3/1 1/5 1/5 1/1  1/3 /1 1/8  2/1
ISADM | 1/5 1/3 1/7 2/1 1/5 1/5 3/1  1/1 771 1/6  4/1
ISIM 7 17 19 21 1/9 1)1 12 1)7 /1 1/8  1/3
BCM 7/1 7/ 1/2 9/1 12 2/1 8/1  6/1 8/1  1/1 8/l

CMP \1/3 1/2 1/5 71 1/5 1/5 1/2 1/4 31 1/8 1)1

After three consistency improvals (squaring the matrix by itself) we get the final normalized
weight vector for security clauses (numbers are rounded to three decimal places):

Information Technology Applications / Aplikdcie informacnych technoldgit
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SP 0ISs AM HRS PES COM AC ISADM ISIM BCM CMP
WI,= (0077 0052 0236 0012 0185 0.128 0.026  0.043 0.020  0.192  0.029)

We can see that the most important clauses from the availability point of view are Asset
management, Physical and environmental security, Business continuity management and
Communications and operations management.

Now we will define weights for control objectives of all the clauses concerning the
availability attribute. In this paper we will choose just one clause as an example, the Asset
management clause. The proposals of security mechanisms assignments to control objectives
within the clause are listed in table 2.

Tab. 2: Control objectives of the Asset management clause with corresponding security

mechanisms
Control objective Security mechanism ID
Inventory of assets | Identification of all assets with their level of importance and M1
(TA) information about the asset
Identification of ownership and information classification for M2
each asset - with the level of protection
Ensuring the integrity of information - hashing M3
Ensuring the availability of information - backup, physical and M4
environmental security, redundancy
Ownership of Implementation of access control policies (DAC, MAC, RBAC) M5
assets (OA)
Implementation of non-repudiability mechanisms - operating M6
system level, digital signatures
Implementation of accounting mechanisms - operating system M7
level, authentication servers (TACACS, RADIUS), network logs
Implementation of authentication mechanisms - authentication M8
servers (TACACS, RADIUS), tokens, biometrics, passwords
Acceptable use of Identification of rules for usage of electronic devices and M9
assets (AUA) computer networks
Classification Determination of classification levels and implementation of M10
guidelines (CG) confidentiality mechanisms - cryptography (securing data
storages and data transmissions), steganography
Information Definition of policies for labeling classified information - Ml11
labeling and physical and electronic labels

handling (ILH)

Below is the Asset management weight matrix with the corresponding weight vector:

Asset management [A OA AUA CG ILH

1A 11 9/1 7/1 9/1 9/1
0A 1/9 1/1 1/3 1/1 1/1
AUA 17 3/1 1/1 3/1 3/1
caG 1/9 1/1 1/3 1/1 1/1
ILH 1/9 1/1 1/3 1/1 1/1

IA  0A AUA CG ILH
WT, = (0664 0.060 0.156 0.060 0.060)
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Finally, we will propose weight matrices for control objectives. We have to construct only
first two matrices (for IA and OA), since the other control objectives have only one security
mechanism assigned, so their weight is 1.

IA

M1
M2
M3
M4

M1
1/1
1/1
1/4
7/1

M2
1/1
1/1
1/4
7/1

M3
4/1
4/1
1/1
9/1

M4 0A
1/7 M5
1/7 M6
1/9 M7
1/1 M8

M5
1/1
1/9
1/3
1/3

M6
9/1
1/1
7/1
7/1

M7
3/1
1/7
1/1
1/1

M8
3/1
1/7
1/1
1/1

And these are the corresponding weight vectors for the control objectives:

M

1

M2
Wiy, = (0120 0.129 0.045 0.697)

M3

M4

M5

M6
Wiy, = (0.531 0.039 0215 0.215)

M7 M8

After the last round of weight assignments, we can finally construct the evaluation model.
The last step of the analytic hierarchy process is to multiply the weights on the alternative level -
the security mechanisms level - with the corresponding levels above. Following this procedure,
we will get the final weights, which can be used to express the importance of particular security
mechanisms from the availability point of view. These weights are stated in table 3.

Tab. 3: Final weights of the security mechanisms corresponding to Asset management clause.

Mechanism Particular Weight Final Weight
M1 0.129 x0.664 x0.236 0.020
M2 0.129 x0.664 x0.236 0.020
M3 0.045 x0.664 x0.236 0.007
M4 0.697 x0.664 x0.236 0.108
M5 0.531 x0.060 x0.236 0.008
Mo 0.039 x0.060 x0.236 0.001
M7 0.215x0.060 x0.236 0.003
M8 0.215 x0.060 x0.236 0.003
M9 1.0 x0.156 x0.236 0.037
M10 1.0 x0.060 x0.236 0.014
Ml11 1.0 x0.060 x0.236 0.014

The results in table 3 are illustrated in picture 3, which shows the percentual contribution of
security mechanisms to the Asset management security clause. We can see the difference
between the most and the least important security mechanism from the Asset management
clause in figure 4. It is clear that we will not improve the availability significantly even with the
highest score of the M6 mechanism, however with good implementation of M4 we can improve it
by more than 46% within the clause and by more than 10% overall.
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» Discussion

We showed in the previous section that the AHP technique can provide us meaningful
results if we define proper relations between security elements. With this results we can build a
complex security evaluation system based on the score of security mechanisms that will improve
objectivism in the process of the risk assessment.

The pair-wise comparison in the AHP is a reasonable approach for deciding weights of a
complex system, such as the security evaluation system. The only problem could be the
granularity. The question is if the 9-step judgement is precise enough. Xuhua et. al. [Xuhua2010]
state this problem in their work, however they do not come to any results - following their
opinion, some people consider it as reasonable, the others indicate that the precision of this
approach is not sufficient. Xinlan et. al. [Xinlan2010] suggest to combine this approach with the
fuzzy theory, that can bring in the continuousness.
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Our approach can serve as a basis for the automatized evaluation system. After successful
determination of all weights in the model we will try to determine the metrics that measure the
quality of implemented security mechanisms. Most of these metrics should be easy to gather,
ideally in an automatic way, so after the completion of this system it could assess the security
state in an organization periodically with the minimal amount of human input.

» Conclusions

In this paper we proposed a way to evaluate the security in an organization using the
implementation level of the security mechanisms. We used the ISO/IEC 27002:2005 standard as
a database for security controls and we assigned security mechanisms to each control objective
from this standard. The Analytic Hierarchy Process technique helped us to determine proper
weights of suggested security mechanisms. These weights serve as parameters of security
evaluation model which uses mechanisms’ scores as input values.

For the evaluation based on our model can be easily constructed a software tool that will
compute the security state in an organization. Security analyst will determine the score of
security mechanisms and the model will give us meaningful values in security attributes.

In the future, we would like to automatize also the mechanisms’ scores gathering. The model
could be enhanced by extracting the useful information from the selected security metrics and
use it to determine the value of the mechanisms’ scores. We would like to test the relevance of
our settings in a real environment, by comparing our results with the known security state after
the completion of the security software tool based on our model.
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Vizualizdcia grafov a ich aplikdcie pri vizualizdcii softvéru
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Abstract:

Graph visualization is an active and fast developing research are. Graph visualizations have
found applications in many fields, especially in fields in which the amount of structured
information is huge and difficult to understand without visualization. In this paper we
discuss the applications of graph visualization to visualize software at various levels of
abstraction. We present our software visualization approach based on hypergraph represen-
tations and related interaction methods.

> Introduction

Graph visualization has found many applications in various research and application
domains. Graphs are often used to represent information and relations between different types
of data. Although many new approaches have been published in recent years, open problem still
exist. Currently research focuses on graph-based knowledge representations, social network
analysis and other Internet related areas. A common aspect of current research is the
problematic of visualization of very huge graphs and how to present them in an interactive and
comprehensible way. Although graph visualization algorithms are often general, in specific
applications the graph layout algorithms have to be modified to empathize specific graph parts
or even vastly modified to be at least partially readable and comprehensible. Among various data
types that can be represented trough graphs, graphs can be utilized to represent software at
various levels of abstraction, ranging from source code to software development process. In this
paper we discuss problems of graph visualization and focus on applications in software
visualization. We build on previous work in which generalized graphs are used to represent
software structures and present our visualization method that is based on hypergraphs.
Hypergraphs are generalized graphs that allow to connect more than 2 nodes - commonly used
graphs, in which edges connect exactly two node, are just a special case of hypergraphs.
Hypergraphs, and other generalized graphs, are more suitable for information and knowledge
representation, because the modeled real-world relations often relate more than two objects.

In the following section we discuss open problems of graph visualization. In Section 3 we
present the software visualization field, which is followed by our approach for hypergraph-based
representation of software. We illustrate our approach with the visualization of an existing
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software system. To lower visual clutter we propose a magic lens that in combination with query
mechanism filters and highlight parts of the visualized hypergraph, but preserves contextual
information. In the last section we present our current experiments with collaborative graph
exploration environment.

~ Graph visualization

The main problem of graph visualization is the graph’s size and density. We can categorize
graphs according their number of nodes|N|and number of edges |Elinto following groups: sparse
|El <IN, normallN| <|E| < 3|Nl, denselEl > 3|N|. However, more important than density is the size of
the graph to visualize. Due to limited display space on current monitors it is difficult to
comprehensibly display graphs contain more than 100-thousands nodes and edges, and it is
even more complicated for graphs that contain millions of nodes or more nodes than pixels
available on monitor. The graph visualization to be usable, it is often needed that information
stored in nodes are displayed as well e.g. in form of short labels, thus even more contributing to
visual clutter making the graph visualization less comprehensible. For cases where also node
content is directly visible in graph visualization, the graph layout algorithm must take into
account the spatial dimensions needed to display node’s content. For graph visualization several
basic aesthetic principles and rules have been identified that produce pleasant and more
comprehensible visualizations and are related to (Bennett, C., Ryall, J., Spalteholz, L., Gooch, A.,
2007): positioning of nodes (balanced node placement - symmetry, not overlapping nodes,
related nodes create clusters, nodes are not to close to edges etc.), edge placement (minimize
edge crossing and bending, equal edge lengths, maximize angles between edges etc.) and the
whole graph layout (maximize graph global and local symmetry, minimize layout area, adjust
layout area to display area etc.). These principles can be combined, but some combinations are
contra-productive.

Graph layout algorithms can be categorized into two categories: deterministic and
non-deterministic. Deterministic layout algorithms use exact equations to place nodes. Typical
examples of this approach are layered/hierarchical views (Herman et al, 2000), Reingold-Til-
ford’s views, cone trees (Robertson, G.G., Mackinlay, J.D., Card, S.K., 1991) and radial views
(Herman et al, 2000), tree-maps etc. Non-deterministic graph layout algorithms use a physical
model in which nodes are positioned by applying forces and their final position is reached when
the whole system reaches minimal energy state. These force-based methods consist of a physical
model and a simulation algorithm. The model defines graph nodes as physical objects that react
on forces. The simulation algorithm then iteratively applies forces and reassigns node positions
until an equilibrium state is reached. Force-based layout methods have many advantages: easily
implementable, very parametrical, modifiable by adding new forces, effective for small graphs,
produce symmetrical layouts, animation of layout preserves mental map, easily expendable into
3D. Force-based layout methods have, similarly to other methods, also disadvantages: slow for
large graphs and final layout is not predictable. The first force-based layout method was
developed by Eades (Eades, P., 1984) in which adjacent nodes are attracted by spring forces
defined by edges and nodes are repelled when no edge connects them. Various modifications of
this approach have been developed (Kaufmann, M., Wagner, D., 2001), each scaling better for
larger graphs. Recently implementations of force-based layout algorithms on GPUs allow to
layout very large graphs in very short time (Frishman, Y., Tal, A., 2007).

The visualization of common graphs often uses simple graphical elements for nodes and
lines and/or arcs for edges. However generalized graphs, e.g. hypergraphs or hierarchical
graphs, need more complicated visualizations. In our work we have focused on hypergraphs.
A hypergraph is pair H=(V,e) where V={v,,...,v,} is a finite set and it’'s members are called
nodes, and € is a family (E; ), , of subsets of V. The members of € are called hyperedges.
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Fig. 1 Hypergraph drawing: (left) set-like (right) graph-like approaches.

Figure 1 illustrates two main approaches for hypergraph visualization. The hypergraph
H=(V,e) contains five nodes V={a,b,c,d} and three hyperedges e={{a,b,c,},{a.f},{c,d,e}}.
Visualizations displaying hyperdeges as lines or arcs are more common than the set-like
visualizations. Similarly for common graphs, we can also define a hypergraph incidence matrix.
Let H=(V,e) be a hypergraph withm—leledges andn =[V|nodes. The edge-node incidence matrix
lif v; € E,

fHis Mp,e M
ot H 15 Mye Oelse

. Using this hypergraph incidence

mxn

({0,1}) and defined as: m, ; :{

matrix we can construct a bipartite incidence graph B,=(N, U N,E) defined as: E={{m,,n;}:m,
€N, nje N,m;=1} N, ={mE, ee} N, ={n;:v; € V}. Using this transformation of a hyper-
graph into a bipartite incidence graph we can utilize for hypergraph visualization all current
well-known layout algorithms for common graphs.

»  Software visualization

Software is not directly tangible - a well known fact that is very often mentioned to students
of software engineering. Also software developers in praxis have to deal with the intangibility of
software when developing new products or studying internals and functionality of existing
software systems. Software visualization aims at providing means for better access to software
by providing visualizations that may provide better insight into software structure and internal
software behavior. Software visualization focuses on three main software aspects: software
structure, behavior of executing processes, and the evolution of software development (Diehl,
S.,2007). Visualization of software structure provides useful insight at various levels of software
abstraction: from decomposition to modules and components, trough hierarchy of classes
towards the structure at the level of programming language constructs. Visualization of the
behavior of executing processes allows to reveal behavior not easily derivable from static source
code as program runtime may be significantly more complex depending on the computation and
data that are processed. As software evolves during development and also after deployment, it is
necessary to store information about software changes. Visualization of software evolution can
contribute to the understanding how often individual parts of the software changed, who
contributed to development and can be useful for future projects by showing how a previous
similar project was managed. Although many interesting software visualization approaches have
been published, very few of them find their applications in praxis. For example the UML
modeling language is often used for structural modeling of software. Although UML class
diagrams can be generated from source code, very few existing tools actually provide useful
visualizations and especially interaction functionality that can be useful for program analysis. In
an experimental visualization tool the authors (Sperka, M., Kapec, P., 2010) implemented a
cone-like tree visualization of a class diagram as show in Figure 2.
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Fig. 2 Visualization of an existing system (left) Sorted view of classes and their methods (right)

The left figure shows a class diagram with name-spaces, classes and their methods and
attributes. The right figure shows the same class diagram, but sorted and filtered, thus effectively
showing which classes are the most complex (based on the number of methods). The user can
freely explore the visualization by navigating a virtual camera and use sorting and filtering to
focus on class diagram elements of interest. In another interesting project (Sperka, M., Kapec, P.
Ruttkay-Nedecky, I., 2010), authors have developed a program runtime visualization system
that provides interesting 3D views how programs implemented in the Java programming
language work.
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Visualizations of program runtime can be more useful than common program debugging in
standard debbugers, because they may also show more contextual information.

Fig. 3 Factory method program elements.

The Figure 3 shows a snapshot of program runtime visualization. The four groups represent
(from left to right): a FactoryManager class; a cluster of four factories; products cluster; and
4-classes that are shared between all products. The line between a factory and a product shows
message passing between object instances. This visualization system allows to play the program
execution forth and back, to jump to a specific time and to examine the state of individual object
instances. These features are a major innovation for program debugging and are very helpful for
developers.

» Graph-based representation of software artifacts

The term software is not only source code, but it also covers all software artifacts that can be
found in the software development process and contribute to the final software product. Among
various software representations the representation trough graph structures are very useful,
because they allow us to look at software as a repository of knowledge that can be queried. Graph
node’s can be used to represent individual software artifacts from source code level like
functions, classes, files, documentations, their revisions etc. to subjects found in software
development like developers, tasks, deadlines, bugs etc. Graph edges can be used to represent
relations between these software artifacts, e.g. call relations between functions, inheritance
relations, or which developer implemented which functionality, which bug he fixed or on which
tasks is he working. Although common graphs can be used, several papers propose the use of
generalized graphs. Hypergraph representations, as proposed in (Kapec, P., 2010), are more
suitable, because they borrow ideas from knowledge representation field. To illustrate the
possibilities of hypergraph representation let us consider a function from OpenGL’s API: void
glGetShaderSource(GLuint shader, GLsizei bufSize, GLsizei*length, GLchar *source) that takes
four parameters, but the length, source are used as return parameters, and of course the
parameters are ordered.
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Fig. 4 A hypergraph representation of a function.

The hypergraph representation of this function is shown in Figure 4: the relation
has_parameter is represented as a hyperedge (shown as a red node) and connects the function
glGetShaderSource with it’s parameters shader, bufSize, length and source (shown as a blue
nodes). The proposed hypergraph representation also adds hyperedge orientation a ordering
(shown as green nodes). Using this hypergraph representation it is also possible to define a
query language also based on hypergraphs as proposed in (Kapec, P., 2010). Such queries allow
to filter the hypergraph repository of software artifacts.

» Visualization of an existing software system

The above discussed hypergraph-based representation was used in a prototype software
visualization system and used for the visualization of an existing open-source software system
(Kapec, P., 2010). The authors were able to extract more than 1200 nodes and more than 450
hyperedges from the software system by searching only for eight node types and seven different
hyperedge types. Searching for other node/hyperedge types and in larger software systems
would certainly lead to dramatic increase in extracted artifacts and relation, thus making the
visualization more uncomprehending. The Figure 5 shows the visualization nearly of the whole
extracted hypergraph (left) and a sub-graph obtained by a query. The query searched the
extracted hypergraph for modules and main functions found in these modules. As can be seen,
the whole hypergraph visualization is difficult to comprehend; on the other hand the filtered
hypergraph clearly shows nine clusters containing modules. From these clusters we can also
easily identify the more complex modules (they contain more functions and/or functionality)
and distinguish them from simpler modules.
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Fig. 5 Hypergraph visualization of an existing open-source system (left) Results
of a query (right).

The extracted clusters containing modules where obtained by the following simple query:
defines(module:*; function:*), and the query can be read as “Find all modules that de-
fine functions and extract all these modules and functions”. Actually the query also extracts the
defines hyperedges, thus actually extracting a sub-hypergraph. As presented in (Kapec, P., 2010)
the queries can be more complex by joining such simple queries using an and operator. The
textual queries actually define a hypergraph pattern that is used by a query mechanism to search
and match in the queried hypergraph.

» Lowering visual clutter using magic lenses

Although the query mechanism described in previous section can filter the large
hypergraph, the resulting matched sub-hypergraph may still be very large and difficult to
comprehend. Also the query removes the unwanted hypergraph parts, thus the observer looses
the global view and contextual information. For these reasons we have developed, based on
similar approaches (Bier, E. A., et al, 1994), a magic lens technique that incorporates the
discussed query mechanism. A magic lens is displayed in the screen center and is equipped with
a user specified hypergraph query. Figure 6 shows a hypergraph visualization from two different
viewpoints - both contain a magic lens that filters the hypergraph and shows and highlights only
hypergraph parts matched by the query.

The magic lens is semi-transparent, thus slightly showing also the unmatched hypergraph
parts. Also the magic lens does not cover the whole display space, thus the user can see the rest of
the hypergraph not affected by the magic lens. As can be seen from Figure 6, the original
hypergraph is not colored, but the magic lens shows some nodes in color. We have enhanced the
query language so that it is possible to set various visual attributes to matched nodes and/or
hyperedges.
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Fig. 6. A view on a hypergraph from different angles using magic lenses.

For example to find all subclasses inherited from parent A and show the label of the found
subclasses, assign color, size and transparency to them, we can write the following query:
inheritance(*{L = yes; C = [255; 255;0]; S = 3; T = 0.5} : subclass, A : parent). The visual
attributes modification part of the query is in curly brackets has the form of key = value and can
be applied either on matched nodes or hyperedges. This way the user can customize the
visualization and highlight hypergraph parts of interest.

» Towards a collaborative graph exploration environment

We are currently experimenting with collaboration during graph exploration. We have
implemented a collaboration extension to the hypergraph visualization system that allows
multiple users to explore and navigate the visualized hypergraph over a network. The system is
based on the client-server network architecture, in which the server handles the graph layout
and sends information about node positions to clients. All clients see the visualized hypergraph
from their own perspective and the users can individually explore the hypergraph. Figure 7
shows two clients exploring the same hypergraph from different viewpoints. To increase
cooperation, we included into the visualization also graphical avatars in the form of oriented
cones that represent users in the virtual scene, thus allowing to observe the position of other
users and their behavior. From the implementation view, collaborative viewing of graphs is
complicated by the layout algorithm, because the layout algorithm is often very computation
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intensive and it is necessary to synchronize the layout algorithm with the rendering loop and
with sending layout updates over network to clients. The client-server architecture may be the
simplest; however moving to peer-to-peer architecture may open several interesting aspects. In
peer-to-peer architecture we could distribute the layout algorithm to all peers and thus utilize
their computation power.

3DVisual

| End session | Host: localhost Connect to session

3DVisual

Nick: Nick Host session | Host: localhost Disconnect |

Fig. 7. Two clients exploring the same hypergraph from different viewpoints.

~ Conclusions

In this paper we shortly introduced the problematic of graph and software visualization. We
presented interesting hypergraph-based representations of software artifacts and showed the
visualization of an existing software system. Our main focus was aimed at lowering visual clutter
using magic lenses. Currently the magic lens is static on screen, but we are working on multiple
overlapping and user movable lenses. We shortly discussed a prototype collaboration
environment in which we are experimenting with interaction methods for collaborative graph
exploration.
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Abstract

For the first time, a problem of balance of the imperfect ring resonator gyro with inhomoge-
neous angular mass distribution density is considered as a discrete optimization problem and
a neural network algorithm is proposed for finding its solution. The algorithm is based on
minimization of the two-dimensional Hopfield network and is analogous to original
algorithms for solving some problems of discrete optimization, such as the traveling salesman
problem (TSP).

> Introduction

The problem of static and dynamic balance of circular objects, such as a steam turbine
wheel, an elastic ring resonator gyro, et al., arises from non-uniform angular mass or density
distribution due to technological factors. Usually, parameters of this unbalance are known and,
for example, it is possible to measure amplitudes and phases of harmonics of inhomogeneous
distribution. Then, the balance is realized with the help of mechanical, laser, or other
technologies. The simplest way to compensate the unbalance harmonics is to place or,
alternatively, to remove unequal weights uniformly located at a priori determined places on the
perimeter of the wheel (ring). The criteria of optimization is a total amount of the unbalance. So,
the problem is to find an optimal permutation of the integers corresponding to a set of positive
real numbers. This is a kind of combinatorial optimization problems for which solving no
polynomial-time algorithms are known (the NP problems).

To increase the balance accuracy, large numbers of weights should be taken. So, the brute
force or exhaustive search technique is not acceptable. Recently, a wide variety of meta-heuristic
approaches, such as neural networks algorithms [1,2], simulated annealing method [3,4],
genetic search algorithms [5,6], et al., were proposed for solving different classes of
combinatorial optimization problems. In particular, in the work [7], a thermodynamically
motivated (simulated annealing) optimization algorithm is used for balance optimization in
connection with the problem of the static balance of a steam turbine circular wheel which has
unequal weights of the turbine paddles.
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In this paper, we consider an analogous problem for the sensitive element of the ring
resonator gyro [8]. Here, for the first time we consider the latter problem as a problem of discrete
optimization and propose the use of the Hopfield recurrent neural network for finding an
optimal distribution of places where equally spaced weights on the perimeter of the elastic ring
resonator must be removed. Unlike the paper [7], we solve not only the static balance problem,
with aligning the center of masses, but also the dynamic balance problem, with simultaneous
compensation of some first harmonics of a inhomogeneous mass distribution.

The paper is organized as follows. In the first part, we consider the principle of the ring
resonator gyro operation. The second part contains the description of its balance and the
mathematical model of the simplest point-wise balance procedure, which in practice can be
realized with the use of the laser technologies. In the third part, the neural network algorithm of
static and dynamic balance is described. Some comments and perspectives of our approach are
given in the Conclusion.

» Principles of Operation of the Ring Resonator Gyro

The ring resonator gyro belongs to the class of Coriolis vibratory gyros [8] whose operating
principle is based on inertial properties of standing waves excited in elastic rings or shells. This
effect was first discovered in 1890 by Bryan for bell-shaped resonators [9]. Due to the action of
Coriolis forces, standing waves in objects rotating with angular velocity Q precess both with
respect to the resonator and in the inertial space.

For along time the Bryan effect was not used in practice. Only in the middle of the 1960’s the
first angular velocity gyros were constructed. Usually, these devices were based on cylindrical or
hemispherical sensitive elements [8]. Recently, ring resonators manufactured with the use of
micromechanical technologies [10] began to be the basic elements of the new type of MEMS
resonator gyros. Here we shall consider the basic principles of ring resonator gyros operation.

Equations for free oscillations of a perfect inextensible ring have the form (1)
w”-w+w"” +2w" +w”)=0, (1)

where w=w(@,t) is the normal displacement of ring masses with respect to the angular
coordinate and time; k* =EI /(pSR*); p is the ring material density; S is the ring cross-section
area; E is the Young’s module; I is the moment of inertia of the cross-section with respect to the
axis of bending; R is the radius of the unstrained ring.

In the system described by the Eq. (1), standing waves with own frequencies

W, =

k(k*-1)
=

el k=2,3,... (2)
+

can exist.

The case of the second mode excitation (Fig. 1) is most important in practice. Here the
standing wave is represented by the following expression:

w(e,t)=A(cos 29, cos 2¢+sin 2¢ , sin 2¢)cosm,t, 3)

where A is the standing wave amplitude; ¢, is the initial angle of the standing wave;
o, =6K/ /5 is the own frequency of oscillations.
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Figure 1. The second mode
of resonator oscillations

If we begin to rotate the basement with angular velocity Q (Fig. 2), the antinode orientation
angle will rotate according to Eq. (4):

2 t
9(1)=0,~¢ [ Q. (4)

Figure 2. Initial orientation of the
e I standing wave excited in the ring
7 fixed in rotating basement

From Eq. (4) it follows that the angle of the standing wave rotation is less than the angle of
basement rotation because, in the same conditions, the solid-state body rotates through an angle

t
0(t)=0, - Q@ydr. 5)
0
The factor
g2
"5

in Eq. (4) is called the precession coefficient of the ring resonator gyro.

» Ring resonator balance

In practice, one should take into account different errors caused by mechanical,
technological, temperature, and other factors. In imperfect systems one or more physical
parameters may be inhomogeneous. Let us consider the case when material density is
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inhomogeneous with respect to the angular coordinate, i.e., p=p(¢). Instead of Eq. (1) we have
the following equation for own oscillations of the ring resonator:

[(pw) ] . ’

Lip J—w+1<2(w " ow" +w”)—%1<2(w Y+ 2w” +w’)=0. (6)
Usually it is convenient to expand the density in Fourier series

ple)=p, +;ek cosk(p-6,), (7)

where p, =const; e, and 6, are amplitudes and angular orientations of harmonics.

In the general case, due to the oscillatory frequency splitting, it is not possible to excite
standing waves in the unbalanced gyro. It was established that the frequency splitting caused by
the fourth harmonic of the defect is proportional to the defect amplitude value, while the
splitting for the first, the second, and the third harmonics is proportional to squared values of
corresponding defects. Simplified scheme of mass defects is shown in Fig. 3.

Figure 3. The first four harmonics of inhomogeneous mass distribution

Thus at balancing, we must pay the main attention to the fourth harmonics of the mass
distribution defect. Here, the initially excited standing wave is destroyed and the oscillatory

process is represented as the sum of two harmonic oscillations with different frequencies
o, , 0,, (Fig. 4):

w(Q,t)=A(cos 2@, cos 20 ®,,t +sin 2¢ , Sin 20 ®,,t ). (8)

Figure 4. Splitting of frequencies
in the imperfect ring resonator
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Two main types of the balancing are distinguished: the static balancing providing

coincidence of the mass center with the symmetry axis; the dynamic balancing for removing the
frequency splitting. The balancing follows the measurement of effects caused by mass
distribution anomalies. Then, these defects are compensated by means of the point-wise or
distributed weights removing with using mechanical, laser, ion-plasma, or chemical techno-
logies.

One of the main problems connected with the mechanical balancing is the localization of the

segment of weights removing and the weights values to be eliminated. The number of such
segments can be great enough because, for example, elimination of weight at one point on the
resonator perimeter for removing the first harmonic of the defect can cause appearance of higher
harmonics. To avoid this it is necessary to realize balance at many points with different values of
eliminated weights.

Let us rewrite Eq. (7) in the form

K K
P=p, +Zek cosk(e-0,)=p, +Z d, coske+d sinke), 9)
k=1 k=1

where

d, =ekcosk®, +d ¢, sink@,.

The general statement of the problem is as follows. Given 2K real-valued positive numbers

dyo dg (k=1,...,K). We must find 2N unknown parameters m;, ¢ ; (j=1,...,N) from the following
system of 2K equations:

N
J[ij cosk(pj =d,
S (k=1,...,K) (10)

ljg,mj sinkg; =dg

=4

Using the criteria of the least mean-square error we get the minimization functional

2

KI_ N 2 N
®=2[(ij cosko; =dck) J{ij sink ¢, =dskj J%min. (11)
k=1 j=1

j=1

If K=1 we shall solve the static balance problem or the center of masses stabilization. The

dynamic balance problem occurs if K1.

The problem of finding the optimal set of parameters m;, ¢ ; (j=1,...,N) is multivariable with

a number of possible local minima.

The following variants of the point-wise balance can be considered.
Fixed angles: ¢ ; =2mj/N ( j:ﬁ). This model is appropriate for resonators with special
balance “teethes” on their edges. The model, it its turn, has some variants.
1.1 Initial ordered set of weights is given (the permutations problem):

m;=m(j), j=1,N,

My, SMy <Sm, <my, npu 1<j1<j2<N
Here, the optimal permutation of indexes p;( j=1,N) and corresponding positions of

weights to be removed m(p ;) must be found.
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1.2 Arbitrary weights:

My S <m. ., j=1,N).

An optimal set of weights m;must be found, which vary either with fixed discrete steps 3, or
continuously.

2. Arbitrary angles @ ; (j= 1,N).
2.1 equal weights:

m;=m=const, j=1,N.
Here, one should find arbitrary angles ¢ ; which vary either with fixed discrete steps §,, or

continuously.
2.2 Arbitrary weights:

My SM;<m .., j=LN.

In this model of the balance we must find optimal sets of weights m; and angles ¢ ;, which
vary either with fixed discrete steps §,,, 3,,, respectively, or continuously. This is the most

complicated optimization problem in comparison with the above mentioned problems. In
[11,12] some algorithms for solving the balance problem 2.2 are presented for a small
number of compensated harmonics (K=1,2,3,4).

We shall consider a particular case 1.1 when the weights to be removed have fixed values m,,
j=0,1,..., N-1 and must be located at fixed angular positions, i.e., in the nodes of the regular
mesh (Fig. 5)

. 2n
(p] :]h) ]:O,l,...,N—l, hﬁ

m(@J,- ) m(@l )
m(@,)

m(@y_,)

Figure 5. Angular distribution of weights to be removed

It is not difficult to note that the total number of possible solutions, up to a symmetrical
permutations, is equal to N/(2N).

Approaches considered earlier [11,12] did not propose in the general case the single
algorithm for compensation of harmonic components of angular mass distribution. Some
methods of artificial intelligence, such as neural network algorithms, genetic algorithms [13],
simulated annealing technique [7], etc., could be useful for developing the universal balance
algorithm.

2012 31



Information Technology Applications / Aplikdcie informacnych technologii

» Balance of the ring resonator by means of the Hopfield
recurrent neural network

Let us consider a possible the neural network algorithm for balance of the imperfect
resonator with inhomogeneous angular mass distribution density. It is based on minimization of
the two-dimensional Hopfield network (Fig. 6) and is analogous to original algorithms for
solving some problems of discrete optimization, such as the traveling salesman problem (TSP)
[1,2] etc.

For formalized description of the problem, we introduce the Boolean variable y; which is
equal to unity if the weight number i is removed in the angle number j, and equal to zero
otherwise.

According to the statement of the problem the following restrictions must be observed:

n

Yy,=1 VieLn, dy,=1 Vieln, (12)
i=1

i=1

where
Vi € {0,1}, l,je 1,n.

Since the energy of the Hopfield network tends to minimum and, according to the statement
of the problem, we must minimize the goal function which is the linear combination of the
syntax function of the problem, minimal (equal to zero) if and only if each weight is located at
one point and at each point only one weight is located, and the quality function (mean squared
error with respect to all harmonics), then the correspondence can be established between them.

T

Figure 6. Two-dimensional Hopfield recurrent network with active neurons (dark color, y,;=1)
corresponding to a possible “rook placement”; T is the threshold signal

According to the mentioned above correspondence let us interpret restrictions and the goal
function. As a result we get

Fiy)=F (y)+F,(y), (13)
where F, (y)is the syntax function; F,(y)is the solution quality function.

The syntax function reflects the fact that in each angle strictly one weight must be removed.
It may have various forms, for example, forms, analogous to that used by Hopfield for solving the
TSP problem:

2 b 2
Fy)=32 (Z Vo —1) +22(Z Vo —1) -0, (14a)
u i u

i
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or
2
b
Fl(y)=;ZZZVWVNZZZZymng(Zzym—n] —0,  (14b)
VR A £ i u ovAL wooi

This function achieves minimum (zero) value if each angle corresponds to one weight to be
removed and each weight to be removed is located in one angle.

The goal function characterizes the quality of a solution and has the following form:
K[ 21 1
Fz()’)ZSZLZ m(j)exp(iNij—sk exp(ik6, )J, (15)
k=1L j=1

where 0, =arctg(d,, /d, )are angular orientations of the defect harmonics.

In Egs. (14), (15) a, b, ¢, and g are positive real-valued weight factors (usually it is
recommended to take a=b).

The recurrent Hopfield network parameters are obtained if we establish correspondence
between function (10) and the energy function of the Hopfield network. The latter is written as
[1,2]:

LovAL 1 j#

1
E(Y)=Ezzzzwpivjypjyuj+22Tpiy11i (16)
VRN

Equating coefficients at linear and quadratic terms in expressions for E(y) and F(y), we
obtain weights of the Hopfield network. In the case of Eq. (14a), matching the linear terms gives
us thresholds and matching the quadratic terms give us synaptic weights:

NPT
w,,; ==ald; +8,,)-bm, m, ;cos Wk(l_])’

(17)
L 2mi
T, =—2a-2m, zgk cos(N—Ok )
k=1
The Hopfield recurrent neural network dynamics equation has the form
ypi(t+1):f(z Zwuivj)]vj(t)_Tpi J’ (18)
v
where the step function
) {1, x>0,
=10, x<o.

Numerical example. Numerical experiments were performed to prove efficiency of our
technique. Let us take M=N=12. The set of weights is as follows: 1,2,3,4,5,6,7,8,9,10,11,12, and,
for simplicity, in Eq. (9) all ¢, =0. The Hopfield network found the following permutation of
weights: 6,7,3,10,2,11,5,8,4,9,1,12. Here, due to Eq. (11), the static unbalance with respect to the
first harmonics (the center of masses unbalance) was about 6.4-10'°. Remained unbalance with
respect to the second, third, and fourth harmonics were equal to 6.9, 4.2, 12, respectively.

If we want to pay the main attention to compensation of the particular harmonics, we just
use weight coefficients in Egs. (15), (17) before corresponding terms. Thus, in our example, if
we want to compensate the first and the fourth harmonics, the Hopfield network gives us the
following result permutation: 7,9,10,4,2,8,5,12,3,11,1,6. Unbalance values for the first four
harmonics are 0.9, 16.1, 7.2, and 3.0, respectively.
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It should be noted that the neural network algorithm demonstrate fast convergence. Outputs
were stabilized after not greater than 5-10 iterations.

If we take a sufficiently large number weights, the network output often gives us solutions
which do note obey the problem syntax (the “rook placement”). In connection with this, the
following alternative statements of the balance problem as a combinatorial permutations
problem can be considered.

1. It is admissible to place some weights in one angle. Here, we omit the restriction of “rook
placement” when each weight to be removed corresponds strictly to one angle.

2. The first variant can be extended to the case when the number of weights M is greater than
the number of angles N.

3. The first variant can be extended to the case when the number of weights M is sufficiently
greater than the number of angles N and these weights are equal.

4. The number of weights M is less than the number of angles N. This assumption allows
modeling inhomogeneous weights distribution when some angles with absent weights
correspond to zero weights to be removed.

To achieve better results of the balance, sometimes it is advisable to adjust weights by means
of local optimization with the use of one of gradient techniques.

>~ Conclusion

In the article, for the first time we consider the balance procedure of the ring resonator gyro
as a discrete optimization problem. Unlike some earlier proposed iteration and analytical
balance techniques, the new approach, due to its flexibility, gives the possibility to realize
different statements of the problem. A variant of combining the Hopfield neural network with
simulated annealing technique can considered (the Boltzmann machine), which partially allows
avoiding the local minima problem. Main results of the paper can be extended to the balance
procedure of other Coriolis vibratory gyros (hemisphere resonator gyro, cylindrical resonator
gyro, et al.).
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Abstrakt:

V stivislosti s rychlo meniacimi sa hospoddrskymi vysledkami krajin dostdvajii sa do popredia
spracovania udajov a vizualizdcie roznych ekonomickych ukazovatelov ako napriklad: udaje
zahrani¢ného obchodu, hruby domdci produkt, infldcia a iné tidaje. Nové technologie pocitacov
a softvérovych produktov umozriuji pripravu iidajov pre rychlu interaktivnu vizualizdciu.
V uvedenom prispevku ukdzeme niektoré moznosti, ktoré sa vyuzZivaji na analyzu a predikciu
z hladiska spracovania Statistickych databdz a vizualizdcie tychto tidajov.

Abstract:

A

In the context of rapidly changing of economic results of countries are becoming more and
more into the foreground processing and visualization of economic data, such as External
trade, Gross Domestic Product, Inflation and others. New computer technologies and
software products enable data pretreatment for fast interactive visualization. In this paper we
will show some options, which are used for the analysis and prediction in terms of database
processing and visualization of these data.

Ekonomické udaje

Pri interaktivnej analyze zohrdva doélezitd tlohu rychlost spracovania a vhodny graficky

apardt [4]. Prvi implementdciu systému na podporu zahrani¢ného obchodu Slovenskej
republiky sme uskutoc¢nili na Ministerstva hospodérstva SR (MH SR) spolo¢ne s firmou Compag.
Pri spracovani ekonomickych tdajov vychddzame z overenych dostupnych tidajov. V tejto casti
uvedieme zdroje idajov a mozné spdsoby ich spracovania.

A

Databdzy ekonomickych tidajov

Z&kladnym zdrojom pre spracovanie ekonomickych tidajov Slovenska je Statisticky tirad SR

(SU SR), kde st dostupné udaje v databdze SLOVSTAT obsahujicej ¢asové rady ukazovatelov
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hospodéarskeho vyvoja. Konkrétne tidaje o zahrani¢nom obchode SR podfa poloZiek harmonizo-
vaného systému HS (v ¢leneni HS4) su k dispozicii na stranke http://portal.statistics.sk/show-
doc.do?docid=3794. Od roku 2008 je pristupnd standardnd medzindrodnd klasifikdcia obchodu
(podrla SITC rev. 4) v Ro¢enke zahrani¢ného obchodu SR. Ostatné vyznamné ukazovatele eko-
nomického vyvoja Slovenska st na strdnke http://portal.statistics.sk/showdoc.do?docid=6626
(Hruby domdci produkt - HDP, zamestnanost, nezamestnanost, infldcia a pod).

Makroekonomické tidaje, ako platobné bilancia, zahrani¢na zadlZenost, priame zahrani¢né
investicie a pod., st na strdnke Ndrodnej banky SR http://www.nbs.sk/sk/statisticke-udaje/
statistika-platobnej-bilancie .

Pre krajiny EU sa dajt vyhladat tidaje v databdze EUROSTAT s ddtami zahrani¢ného obcho-
du na strdnke http://epp.eurostat.ec.europa.eu/newxtweb/ a 1Udaje o HDP na strdnke
http://epp.eurostat.ec.europa.eu/portal/page/portal/national_accounts/data/main_tables .

V pripade krajin, ktoré nie st ¢lenmi EU, st za poskytovanie $tatistik zodpovedné medzina-
rodné organizacie ako OSN, MMF a OECD. Mnohé krajiny publikuji podrobné Statistické idaje
v databazach na strdnkach pristupnych vyhladanim statistics a meno krajiny.

Statistické tidaje z roznych databdz sa mozZu ¢iasto¢ne vzdjomne od seba lisit, nakol'ko mézu
byt spracované podla roznych metodik.

» Predpriprava tidajov zahrani¢ného obchodu

Podla vyberu databdzy, v ktorej sa budu tdaje spracovavat, je vhodné predpripravit tdaje
pre rychly pristup. Pravidelne je potrebné nové tidaje aktualizovat a pripadne revidované tdaje
upravovat. St dva mozné pristupy, pri prvom pristupe sa ukladané tidaje neprepisuji a je mozno
sa vrétit do systému k historickym tidajom, v druhom pripade sa revidované tidaje prepisuju.

Napriklad Oracle Discoverer mé dva néstroje Discoverer User Edition (dalej UE) a Discove-
rer Administration Edition (d'alej AE). Discoverer AE sltZi pre pripravu a dalsiu spravu vrstvy
koncového uzivatela. Pracovné prostredie je rozdelené do logickych ¢asti nazyvanych Business
Area (oblasti), obsahujtice podmnoZinu objektov Datového skladu. Discoverer UE predstavuje
graficky orientovany ndstroj koncového pouzivatela na pristup k datam pre vyhladdvanie.
UmoZiiuje koncovym pouZivatelom jednoduchym sp6sobom a bez znalosti programovania a ja-
zyka SQL vyhladévat, zobrazovat a analyzovat informadcie v databazach.

Napriklad pre pripravu tidajov zahrani¢ného obchodu sme definovali oblasti rozdelené do
logickych celkov a hierarchickych $truktir: Zahrani¢ny obchod - export, import; Datum - rok,
mesiac; Komodity - komodity, HS2, HS4; Krajina obchodu - meno.

Je mozné pripravu tidajov uskutocnit aj v inych databdzach, pripadne pri ur¢itom obmedze-
ni systému tidaje upravit aj v databaze MS Access a vyuzivat moZnosti vizualizdcie poskytujtce
programom MS Excel.

» Program na podporu zahrani¢ného obchodu

Vstupom Slovenska do EU sa zmenila metodika $tatistického zisfovania zahrani¢ného ob-
chodu. Zahrani¢ny obchod medzi ¢lenskymi krajinami EU je vykazovany prostrednictvom sys-
tému Intrastat a zahrani¢ny obchod s tretimi krajinami prostrednictvom systému Extrastat.

V roku 2005 na MH SR sme museli implementovat novy systém na podporu zahrani¢ného
obchodu vyuzivajuci vsetky prostriedky systému Oracle Discoverer, do ktorého boli prenesené
vSetky historické tidaje o zahrani¢nom obchode. V tom istom roku sme zaskolili pracovnikov
ministerstva do tohto systému [2].
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»  VyuZivanie programu - Podpora zahrani¢ného obchodu

Novy systém podpory zahrani¢ného obchodu naplno vyuzival interaktivne moznosti data-
bédzy Oracle. Datovy sklad poskytoval néstroje pre on-line analyzu zahriiujice predovsetkym
analyzy trendov. Program bol vyuzivany pri mesa¢nych sprdvach MH SR (t.j. Vyvoj zahrani¢né-
ho obchodu SR, ktory je zverejiiovany na web strdnke ministerstva http://www.mhsr.sk/
vysledky-zahranicneho-obchodu-6739/128424s), ako aj pre oblast obchodnej politiky Sloven-
ska k EU instittcidm.

Systém sme rozsirili o lepsiu vizualizdciu tdajov. Autorom ¢lanku bol vypracovany systém
prenosu mesac¢nych informdcii o vyvoji zahrani¢ného obchodu SR na Zastupitel'ské tirady SR
v zahranici pre obchodnych radcov [3]. Okrem toho sme vytvorili $pecidlnu vizualizdciu tidajov
pre materidly na rokovanie vlady SR ,,Sprdva o vyvoji zahrani¢ného obchodu SR a jeho pozicie v
ramci EU“ (roky 2004, 2005 a 2006), ktoré st publikované na internete Uradu vlady SR:

http://www.rokovanie.sk/Rokovanie.aspx/BodRokovaniaDetail?idMaterial=11818
http://www.rokovanie.sk/Rokovanie.aspx/BodRokovaniaDetail?idMaterial=4315

Taktiez podklady $tatistickych tidajov pre obchodnych radcov SR v zahranici tzv. ,,Exportny
plan“. Ako priklad uvddzame materidly Exportny pldn teritéria zverejnené na MZV SR
http://www.mhsr.sk/exportny-plan-teritoria-na-rok-2009-6775/128460s

Uvedené aplikdcie st typom klientskych manazérskych aplikdcii, ktoré integruji dolezité
datové zdroje. S tym st spojené aj $pecifické ndroky na vhodnt prezentaciu informécif.

» Vizualiz4cia
Vel'ké mnoZstvo hospodarskych tidajov bolo nutné pre interaktivnu analyzu upravit, spraco-
vat a hierarchicky usporiadat. Preto sme pri spravach na rokovanie vlady SR vychadzali z vlast-

nych upravenych databaz. Specidlne sme sa sustredili na analyzu a vhodné zobrazovacie meté-
dy tdajov zahrani¢ného obchodu.

» Vizualizdcia HDP, infldcie a nezamestnanosti

Materidl ,,Sprava o vyvoji zahrani¢ného obchodu SR za rok 2005“ analyzoval ekonomicky
vyvoj SR ako HDP, infl4ciu, nezamestnanost a zahrani¢ny obchod po vstupe SR do EU. Napri-
klad nasledujuci graf zobrazoval vyvoj infldcie za pat rokov od roku 2001 do roku 2005.

=~ Miera inflacie (%)

—/—Jadrova inflacia (%)

2001 2002 2003 2004 2005

Obrdzok ¢. 1: Priemernd miera infldcie v SR v rokoch 2001 az 2005
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»  Vizualizdcia zahrani¢ného obchodu podla komodit

Sprédva o vyvoji zahrani¢ného obchodu podrobnejsie rozoberala tieZ teritoridlnu Strukttru
z pohladu zoskupeni krajin v Eurépe a vo svete z hladiska vyvozu a dovozu. Komoditnd struktu-
ra zahrani¢ného obchodu informovala o najvyznamnejsich tovaroch s najva¢sim podielom na
vyvoze a dovoze v roku 2005 a o vyvoji zahrani¢ného obchodu v ¢ase od roku 2001 do roku 2005.
Ako jeden z prikladov vizualiz4cie je zndzorneny graf exportu tovarov zo SR pre HS2 - 87 Vozid-
ld, ako aj v podrobnejsom c¢leneni podla HS4 pre Osobné automobily a dalsie komodity.
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Obrdzok ¢. 2: Export komodit kapitoly 87 Vozidld zo SR v rokoch 2001 az 2005

V zavere spravy bola uvedena predikcia vyvoja vybranych makroekonomickych ukazovate-
lov a bilancie tovarov a sluZieb na roky 2006 a 2007 a predpoklady realizdcie prognézovaného
vyvoja a mozné rizikd. Vizualizdcie idajov poskytli vhodny aparét pre analyzu a prognézu tda-
jov makroekonomického vyvoja SR, ktoré sa skutocne priblizili k hodnotdm dosiahnutych
v roku 2006 a 2007.

» Vizualizdcia zahrani¢ného obchodu podla komodit a krajin

V tejto Casti ilustrujeme grafické moznosti pre analyzu a predikciu na priklade tdajov zahra-
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Vhodné vizualizdcia idajov ddva aj dobrt interpretdciu pre analyzu. Ako je vidiet z obrdzku
vyrazny ndrast exportu v roku 2010 bol pre vozidld. Ak by nds zaujimala otdzka, ako sa vyvijal
export mesacne alebo Stvrtro¢ne, na to sliZi vizualizdcia idajov na nasledujiicom obrazku.

Exportdo Norska kvartalne - 87 Vozidla
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Obrdzok ¢. 4: Kvartdlny export komodit kapitoly 87 Vozidld zo SR do Nérska
v rokoch 2009 az 2011

Na ¢asovej osi st zobrazené $tvrtro¢né idaje od zaciatku roka 2009. Z uvedeného grafu sa
dajt jednoducho interpretovat niektoré skuto¢nosti pre vozidld (HS2 - 87). Napriklad je vidief
vyrazny ndrast osobnych automobilov (HS4 - 8703). Postupnym zniZovanim vplyvu svetovej
hospodarskej krizy zacal ndrast exportu automobilov do Nérska uz koncom roku 2009 a v roku
2010 ich export sa udrzal na pomerne vysokej tirovni, av§ak v nasledujicom roku 2011 zacal po-
stupne klesat.

Technolégia datovych skladov predstavuje v sticasnej dobe jeden z najvyznamnejsich tren-
dov v rozvoji informaénych systémov. Dolezit tlohu pritom zohréva interakcia a vizualizacia
tdajov pre analyzu.

b Z4aver

Na Fakulte informatiky PEVS pripravujeme novy obdobny systém, ktory by vyuZzival vietky
dostupné c¢asové rady ukazovatelov hospodarskeho vyvoja krajin, ktoré zohrdvaji vyznamnu
tlohu v rdmci celosvetového vyvoja. Tento systém bude slazit pre studentov Fakulty informati-
ky a Fakulty ekonémie a podnikania PEVS.
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" Mooenu cucmemot
Dezonacrnocmu HEeKMPOHHO20 00YUeHUA
E-learning security models

3yee B.HU. (Vladimir I. Zuev)

The present article concerns methods and models that are useful when analyzing the risks
and vulnerabilities of complex e-learning systems in a emergency management context.
Definitions of vulnerability and emergency response capabilities, such as “VLE/PLE attack
surface”, are suggested.

Article provides insight into some of the issues related to analysis of risks and vulnerabilities
of e-learning systems, but more research is needed to address this difficult and comprehensive
task.

XapakTepHO OCOOEHHOCTBIO COBPEMEHHOTO 00pa30BaTEIbHOIO MpOLEcca SIBIAETCS MEPEHOC
METOJIOB M TEXHOJOTHH 3JEKTPOHHOTO 00ydeHus (e-learning) B TpaauIoOHHBIE 00pa30BaTEIbHBIC
cpenpl. Takum 00pa3oM, IPOUCXOIUT TPAHCIALUS B TPAAUIIMOHHOE 00pa30BaTEILHOE TPOCTPAHCTBO
CHCTEMHBIX IPU3HAKOB 3JIEKTPOHHOTO OOYyYEHUsI, 0a3MpPyIONMIETocsl Ha HCIOIb30BaHUH HOBEHIINX
IU(PPOBBIX TEXHOJIOTHH U yCTPOUCTB. TEXHOIOTHUECKOE YCIOKHEHHE 00pa30BaTEIbHOTO MpoLecea,
Tepexof] K JJIEKTPOHHOMY OOYYEHHIO HEM30EKHO BIICYET 3a COOOH POCT YSI3BUMOCTH CHCTEMBI.
ITprdem, Ha 3TOM 3Tare MPOUCXOIUT HHTEPHEPEHITHSI TPATUINOHHBIX PUCKOB CHCTEMbI 00pa30BaHUS
(TIemarorn4ecKux, MCUXOJIOTUYECKUX M IIP.) ¢ PUCKAMHM, XapaKTEPHBIMHU, B IMEPBYIO OUYEpPENb IS
UT-cepsr. nst co3maHust aneKBaTHON 3alIUTHI CHCTEMBI SJIEKTPOHHOTO OOyYEHHUS HE0OXOIUMO
TIOTIBITATHCS TIOCTPOUTH, B IIEPBYIO OUEPE/Ib, MOJIEINb SIEKTPOHHOTO yueOHOTO 3aBEICHUS U BEIOPAThH
METPHKH, OIPENEIIAIOINE TapaMeTPhl 0€301TacCHOCTH.

OmnpejienniM HEKOTOpBIE crielu(uIecKue YepThl AIEKTPOHHOro 00y4eHus B cpeae Web 2.0. Dro,
IIPEK/Ie BCETO:
® AKTHBHOE y4JacTHe OOYJarOIINXCS B CO3TAHNHN M HATIOJHEHUH 0a3 y4eOHBIX MaTepHAIIOB,
® BO3MOYKHOCTB MIMPHUHTOBOTO B3aUMOICHCTBUS MEKTY 00yUarONMMHUCH,
® 00beANHEHNE Pa3HOPOIHBIX TOTOKOB yueOHON HH(pOPMAIHH,
® couveranue (popMaIbHOrO M HEPOPMAIBLHOTO 00YUYEHUs,
®  LICIIOJIb30BAHHE COIMAIBHBIX CEPBHCOB.
Llerouka 1oToOKa 3HAHUI B MPOIIECCE IEKTPOHHOTO 0OYUYEHHUS BKIIIOUAET B CEOSl KOMITBIOTEPHI,
Kak (pM3MUYeCcKre HOCUTENIN U XpaHuwuina nadopmanuu, Mutpaner u MIHTepHET, Kak cpely nepeaadn

W, OIATH XKe, XpaHeHHs uHpopmanuu. Kpome Toro, HeoOXOAMMO NPUHMMATH BO BHUMAaHHUE
ApXUTEKTYypy TaKMX BHPTyaJbHBIX 00pa3oBaHMi, Kak HH(OPMAIMOHHO-00pa3oBaTelbHAs Cpeaa
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y4e0HOTO 3aBeICHHUs, NIepCOHANbHAs 00pa3oBaTeNbHAs CpeAa YYallerocs W IMEepCcOoHaIbHAs cpena
MIPeTo1aBaTes.
NudopmannonHo-odpazoBarespHas cpejia coBpeMeHHoro BY3a nomkHa odecrieunBars:

® aJeKBaTHOC HATIOJHEHUE YICOHOTO MPOCTPAHCTBA MYJIBTHMEAUUHBIMU PECYPCaMH,

®  aAKTyaJIH3ALHUIO U BEPUPHUKAIMIO MOCIE/IHUX,

® y100CTBO PaOOTHI C YYCOHBIMU OOBEKTAMH,

® rHOKOCTh yueOHOW TPaeKTOPUH CTY/ICHTA,

® BO3MOKHOCTb aJI€KBATHOM OLICHKU 3HAHUH y4allerocs,

® HaJeKHYIO 00pPAaTHYIO CBS3b «IIPENOAaBATEIb-yYalHNHCs,

® 3AINTY NMEePCOHATBHBIX JAHHBIX CTYNICHTA, H T.JI.

Bce nepeuriciieHHbIE BBIIIE JIEMEHTBI TEXHOJIOTHUECKOH LETOYKH SIBISIOTCS MTOTEHIIMAIBLHBIMU
o0beKTaMM B3JIOMa, aTakH, IOCIeNyolleldl HeaBTOPU30BaHHOM MojuduUKanMu W, B INpeeIbHOM
cilyyae, YHHUTOKeHHs. Kpome 3Toro, aJMHHHCTpanusi y4eOHOro 3aBeleHHs, PEeaN3yIOLIero Ju-
CTaHIIMOHHBIE 00pa30BaTeIbHbIC TEXHOJIOTUH, JI0JDKHA PELIaTh BOIPOCHI, CBSI3aHHBIE C ayTeHTH(U-
Kalyel CTyJeHTa, HEeJOOPOCOBECTHBIM BBIMOJIHEHUEM MOCIIEJAHUM Yy4eOHBIX 3aJaHMi (Iuiaruar),
a TaK)Ke C 3alIMTOM aBTOPCKHX IIpaB Ha Marepualbl MpodeccopcKo-Iperno aBaTebcKoro cocTana,
pasmerennbie B Ceru. [Tpu 5ToM BO3HHKaeT HEOOXOAMMOCTb 3aIUThI KaK LETOCTHOCTH 3JIEKTPOHHBIX
pecypcoB (y4eOHbBIX, MHPOPMALMOHHBIX ), TAK U o0ecredyeHus oecrepeOoiHOro (QyHKIIMOHUPOBAHUS

ABTOMATH3UPOBAHHBIX CHUCTEM YIIPABICHHS Y4YCOHBIM IPOILIECCOM, KOHTCHTOM 00pa30BaTEIbHOIO
calTa U T.[I.

Campbie obmrue TpeOoBaHMS K CHCTeMe 0e30IacHOCTH MIEKTPOHHOTO 00yUeHHs MOqpa3yMeBaroT
cleyronee:

L4 3aIHI/ITa JOJKHA 6I>ITL, B IIEPBYI0 OUCPC/ib, OPUCHTHPOBAHA HA OTPAKCHUC Hauboiee BCPOATHBIX
1 paspyHIHTCIIbHBIX aTak;

e (Cucrema 3alIUTH JOJDKHA 00ECICUYNBATh HETIPEPBIBHBIA KOHTPOIH COCTOSHUS DICKTPOHHOTO
BYVY3a, BeisiBIIsIs Maneiiiine HECAHKIMOHUPOBAHHBIE U3MEHEHUS;

® Jlna ameKkBaTHOTO W OBICTPOTO PEArHMpOBAaHUS HA YTPO3BI CHCTEMA 3alIUTHI JOJDKHA OBITH
MaKCHUMaJIbHO aBTOMATH3HPOBAHA,

® Oco0y0 BaXXHOCTh IPUOOpPETaeT NPUMEHEHHE ODIEMEHTOB JejoBOM pa3Benku (Business
Intelligence) ju1st anann3a cocTosHUS O€30ITIACHOCTH BO BCEM MHOXKECTBE 3JIEKTPOHHBIX yueOHBIX
3aBeJICHUH C 11€J1bI0 BBISIBIEHUS BO3MOKHBIX 3JIOBPEAHBIX TPEH/IOB;

® Jlns omepaTHBHOH OIEHKA 3(P(PEKTUBHOCTH COCTOSHHS CHCTEMBl 3aIlUTHl JIOJDKHBI OBITH
OTIpEICIICHBI COOTBETCTBYIOIINE KOIMMICCTBEHHBIC XapaKTEPUCTHKH (METPUKH).
TpasunMOHHBIN MOJIXOJ K PAaCCMOTPEHHIO OE30IaCHOCTH DJIEKTPOHHOIO OOYYEHUs BKIFOYACT
B ccOsI CIICAYIONINE KOMIIOHCHTHI [1]:
® pHpOpMaNMOHHAS 0E30TIACHOCTH YJICKTPOHHOTO 00yUCHHS,
® [ICHXOJIOTHYECKasi 0€30MacHOCTh IEKTPOHHOTO O0YUICHHUS,
® juaaKkTHYecKas 0e30IacHOCTh 3JIEKTPOHHOIO 00y4eHHUS,
® (usnuyeckast 6€30MACHOCTH AMEKTPOHHOTO O0YUCHHS.

Mexay TeM, BO3MOXKHO M MHTEIPATBHOC PACCMOTPEHHE 3TOH MPOOIEMBI, Mopa3syMeBarolee
BbIJIe/ICHHE HanboJiee OOIIMX, XapaKTEPHbBIX 3JIEMEHTOB CHCTEMbI 0€30ITacHOCTH e-learning.

2012

43



R Information Technology Applications / Aplikdcie informacnych technologii

Kak nipaBuiio, Bce TpeboBaHus obecrnedeHust 6e30MacHOCTH 3JIEKTPOHHOTO O0YUEHHST CBOISTCS
K OCHOBHBIM YETBIpEM, HE3HAYUTEIbHO oOTiu4atommmcs ot Tpuaasl AIC uHbOpMaMOHHOM
0€30IacHOCTH. ITO:

® (OO6ecrmedeHne CEKPETHOCTH (TI0JIb30BATENb MOXKET MOJIYYHTh JOCTYI JIUIIb K TEM OOBEKTaMm,
K KOTOPBIM €My 3TOT JIOCTYTI pa3perieH);

® (OecrieueHne IEIOCTHOCTH (TOJBKO ABTOPU30BAHHBIC MOJIB30BATENIM MOTYT OCYIICCTBISITH
MOAU(PHUKAIUIO HHPOPMAIIIU U IIPOTPAMM);

® (ObecmedeHue TOCTYMHOCTH (pab0TOCTIOCOOHOCTH MPIIIOKEHUIA U IPOTPaMM PE3KO CHIDKAETCS B
pe3ynbpTare aTak);

® (OOecrieueHne MTATHON PabOTHI MPUIIOKEHHS B COOTBETCTBUH C 3aJI0KECHHBIM AITOPUTMOM.

MO>KHO HEpEeUNCINTh CIEAYIOINE yI3BUMOCTH CHCTEMEI e-learning, 3To:
® Vsa3umocTs pusnueckoii (hardware) nabpacTpyKTypHI;
®  VYA3BHMOCTH MPOTPAaMMHOTO 00ECTICUCHUS;
®  VY3BHMOCTb YEIOBEUECKHUX PECYPCOB;
®  Va3BUMOCTH 0a3 JaHHBIX;
®  Va3BHMOCTB Iiepe]t IeHCTBHEM IPHPOIHBIX (DaKTOPOB.
[Tpn sToM, 6e30macHOCTE MHPOPMAIMOHHONH CHCTEMBI JIEKTPOHHOTO OO0YYEHHS TOJKHA OBITH
obecrieueHa Ha HECKOJIBKHIX YPOBHSX:
® VpoBHe ceTeBOH HH(PPACTPYKTYPBI,
® VYpoBHE ONEpallMOHHON CHCTEMBI H Oa30BBIX CEPBHCOB,
® VYpoBHE NPUIOKEHUH,
® VpoBHe 0a3 TaHHBIX.
Hwke niepednciieHs! cieayiomye THIHYHbIE YTPo3bl HOPpMaIbHOMY (YHKIIMOHUPOBAHHIO CHUCTE-
MBI 3JIEKTPOHHOT'O O0YYEHHUSL:

® HeaBTOpH30BaHHBIM JOCTYH K IM(POBOMY KOHTEHTY (HEaBTOPH30BAHHOE KOIMPOBAHHE
1 MOIU(UKALUS JTaHHBIX ), BKIOYast (PU3NUSCKHUI JIOCTYH K CepBEpaMm.

® HapyueHue 1eJOCTHOCTH U HeaIeKBaTHOCTh YUEOHBIX PECypCcOB (YacTo IJIEKTPOHHBIC Y4eOHbIE
rocodus, Hapsity ¢ pecypcamu VHTepHera, SBISIOTCS OCHOBHBIMM HCTOYHHKAMH Y4YEOHOM
nH(OpPMAINH JUIsl CTYJICHTA)

® Hapymenue 0€30MacHOCTH MPOLEAYP TECTUPOBAaHHS M AJIEKTPOHHBIX 9K3aMEHOB (IIPpOOJIEeMBbI
UACHTH(UKAIMY CTYJCHTOB, CIIMCBIBAHMS, IUIarMara M aJeKBaTHOTO (YHKIIMOHUPOBAHUS
CHCTEMBI OLICHUBaHUS 3HAHUI)

® HapyueHne HOpMaJIbHOTO (PYHKIIMOHUPOBAHUS CITY>KO U CEPBUCOB YYEOHOTO 3aBEJICHHSI.

® HapymieHne 3aKOHOAATENbCTRA (B YACTHOCTH, 3aKOHOB, PETYJIUPYIOIIUX ABTOPCKUE U HHBIE ITPaBa).

PaccmaTpuBasi BONpOCHI 0€30MAaCHOCTH CHCTEMBI 3JIEKTPOHHOTO OOYYEHHs HEOO0XOJHMO
YUUTBHIBATH BCE PUCKU U YS3BUMOCTH TakoW CTPyKTypswl. [Ipu 3TOM, XapakTepHOil 0COOEHHOCTHIO
JJAHHOW CHCTEMBI SIBJISIETCSl AyallM3M «CyObeKT/00beKkT araku». OJUH M TOT XK€ YYaCTHUK (MM
9JIEMEHT) 00pa30BaTEILHOrO MPOIECCa MOXKET BBICTYIATh U KAK HCTOYHHK,  KaK OOBEKT aTaKH.

B pabore [2] caenana mombITKa MPENCTABICHUSI ATOTO JIyaln3Ma C ITOMOIIBI0O MOJACIH «KyOa
JJIEKTPOHHOTO 00yueHHs». [lo oxHOW M3 oceld MOJENH OTJIOXKEHBl YPOBHH B3aUMOJICHCTBUS
(nepconasnbHas  oOpaszoBaresibHas — cpela  CTYAGHTa WIM  [penojaBaTess, BUpPTyalbHas
oOpazoBatenbHasi cpejia yuyeOHOro 3aBelIeHMs, BCEMHUpHas CETh); MO JPYrod — TUMBI IH(POBBIX
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pecypcoB (mporpaMMHOe obecrnieueHre, HH(HOPMAIIMOHHEIC 00BEKTHI, YIeOHBIE 00BEKTHI); IO TPEThEH
— KaTerOpHH yYaCTHUKOB Tporiecca (cryaenTsl, [1I1C, AVII).

Ha puc. 1 mpencraBnena ataka Ha IIIIC Ha ypoBHE BHPTyasIbHOW 0Opa30BATENBHOM CpEIbI
y4e0HOT0 3aBefeHNsA. VICTOYHHKOM yTPO3bI SBISIETCS MIPOTPAMMHOE OOecTiedeHne (3T0 MOXKeT OBITh
€ro BHOW3MEHEHHEe, MOAN(UKAITHS, YHUUYTOKEHHE U T.11.). Ha puc. 2 — oOpaTHas cuTyarus: aTaka Ha
1O =Ha ypoBHE BHpPTyaIbHOH 00pa30BaTeNbHON Cpeabl yaeOHoro 3aBeneHus co cropons ITI1C.

PaccMOTpUM OTJENbHO PUCKH TUIAKTHYECKOW cucTeMbl e-learning. TIpexne Bcero, 3To pUCKH,
CBSI3aHHBIE C IPO(ECCOPCKO-IIPEIIOaBATEIECKIM COCTABOM.

Y
23 o

Puc. 1. Amaxa na IT1C na yposHe supmyanvhoii 06pazosamenvHol cpedvl yuedH020 3a8e0eHUsl.
Hemoynux — IO

Puc. 2. Amaxa na I10 na yposue 8upmyaibHoll 06pazo8amenbHoll cpedvl yuebHO20 3a8e0eHUsl CO
cmoponul IHTIC

Bo-nepBbIx — 3T0 puCKH, cBsi3aHHbIE ¢ KOMIETeHTHOCTHIO TITIC. MOHO BBIICIUTE CIEAYIOIHE
YPOBHHU PUCKOB:

® JlugakTHYECKUd pPHUCK (BO3HMKAET, KOTJa MPENoJaBaTelib HE yICJSeT IOJDKHOrO BHHMAaHHUS
OOHOBIICHHIO Y4EOHOTO Kypca).

® TexHONOrH4YeCKUH PUCK (BO3HUKAET BCIIEICTBHE HECTIOCOOHOCTH MPEIOJaBaTeNs B TIOJIHON Mepe
HCTIONB30BaTh coBpeMeHHbIe cpenctBa UKT).

® HayyHbIil pHCK CBSI3aH C Ka4eCTBOM y4eOHOI0 MaTepHaia, IpeaaraéMoro IpernoaaBaTeIeM.

® Puck JACJICrupoBaHus MTOJTHOMOYHU I BO3HUKACT, KOrjga HOpernojaBaTciib MOJHOCTbBIO ICPCKIIa-
AbIBACT HA CUCTEMY DJICKTPOHHOTO YIIPAaBJICHUA y‘{e6HI>IM mpoueccom (LMS) OTBCTCTBCHHOCTD 3a
nmpoueaypy arreCtaliu CTyACHTa.
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Bo-BTOpBIX, 3TO PUCKH CBSI3aHHBIE C OpraHu3anuell ydeOHoro npouecca. OHH BOZHHUKAIOT MPH
HETIPaBWJIBHOM IUIAHMPOBAaHMM M HEJOCTATOYHOM KOHTpOJIE Y4eOHOTO Ipolecca, KOHCYJIbTAIWH,
aTTECTAIIMOHHBIX MEPONPHATHH. VICTOUHMKOM 3THX PHCKOB MOTYT CTaTh HeaJeKBaTHas 3aJadam
yueOHOTO Tpolecca cucTeMa HMH(MOPMUPOBAHUS CTYACHTOB, ciabas KOOMEpamus MEXIy
MIPENOAaBATEISIMU, BEIYIIMMH CMEXHBIEC TUCIUIIMHBI (IOBTOP OT/IEJIBHBIX 3JIEMEHTOB THCLIUILIVH,
HECOTJIACOBAHHOCTH IMMOHATHHHOTO aInapara).

W, makoHem, moOCHeTHSS Tpynma pHCKoB, cBs3aHHBIX c¢ [IIIC, — 3TO pHCKH, BO3HHKAIOIIHEC
HEMOCPEICTBEHHO B X0JI¢ YIeOHOTO TpoIecca B pe3yIbTaTe HeaAeKBAaTHOTO TOBEJCHHS CTYICHTOB,
HU3KOTO YPOBHS NMPO(GECCHOHATBFHONH OTBETCTBEHHOCTH MPEMOaBaTeNs W HAPYUICHUS IOCICIHUM
TPYAOBOW AUCITUTITHHEI.

E,E[Ba JI1 He 0OJIbIIee KOJIUYECTBO PHUCKOB CBsA3aHO CO CTYACHTAMU.

BO-HepBLIX, 9TO PUCK, CBSI3aHHBIM C HECHOCOOHOCTBIO CTYACHTA BbIACPIKUBATH 3aI[aHHLII>i
npernoaaBaTeiicM U 3HeKTpOHHOﬁ CHCTEMOM TEMII 06y‘{eHI/IH (3aqaCTy}o OH CBsI3aH C HU3KUM YPOBHEM
IIOATrOTOBKH CTyJIeHTa).

Bo-BTOpBIX, 9TO PHUCK, CBSI3aHHBII ¢ HEOOXOJMMOCTBIO TOCTOSTHHOW MOTHBAIIMH CTYJICHTA.
B-TpeTbux, 3T0 pUCK, CBA3aHHBIN C HEAJEKBATHON CAMOOLICHKON U IIOBEIEHUEM CTYIECHTA.

B-‘IeTBepTHX, OTO PHUCK, CBSI3aHHBIN C HECITOCOOHOCTHIO CTyJ€HTAa HAJIAAUTh KOHTAKT C IIpeTioaa-
BaTcJIeM

B-1ITBIX, 5TO TEXHOIOTHUECKHI PUCK, KOTOPBII B 3TOM CJIydae CBsI3aH C BEICOKOH KOMIIETEHIINEH
crynenra B oonactu UKT, nmporpammuoro obecnieuenus u cepsucos Web 2.0.

KpOMe TOro, B JACATCIbHOCTHU nmoboro yqe6Horo 3aBC/ICHHUA BO3HUKAIOT PHUCKH, CBA3AHHBLIC
C aIMUHUCTPATUBHBIM MEPCOHAJIOM, KOTOpLIﬁ B JaHHOM CJIy4a€ TaKKE€ MOXKCT BBICTYIIaTb M KakK
OGLeKT, " KakK CyGT)eKT aTaK1 Ha CUCTEMY DJICKTPOHHOI'O OGy‘IeHI/IH.

dopmanu3alis OIEHOK CHCTEMbI OE30MACHOCTH AIEKTPOHHOTO YUeOHOTO 3aBEICHUS M CO3aHUC
aIICKBaTHOM MOJIEIN 6E30MaCHOCTH TIPEICTABIISIET COO0#, TAKMM 00pa3oM, TOBOJIBHO CIIOKHYIO 33/1a4y.

[NomHBIi aHANN3 CHCTEMBI 0E30MACHOCTH 3JIEKTPOHHOTO yYeOHOTO 3aBEICHHS BKIIFOUACT B ceOs
TOIOJIOTUYECKUI aHAIU3 CTPYKTYpPBI e-learning, y4eT HMKIOMATHYECKOH CIIOKHOCTH HCIIOJIB3YEeMOro
MIPOrPaMMHOT0 00ECIIeUeHH S, IICHXOIOTMYECKUX U IeJarOrMYECKUX COCTABILIONIMX Y4eOHOT0 Iporiecca.

Mexty TeM, OKa3bIBAeTCsl BO3MOKHBIM TIPEUIOKHUTH HECKOJIBKO 00JIee MPOCTHIX IyTei K perte-
HUIO 3TOH MPoOIEeMBI.

Bo Bcex citydasx aTaky Ha CUCTEMY JICKTPOHHOTO OOYYCHHS aTaKYOUIMI BCTYMAeT B KOHTAKT
C CHCTEMOU, MCIIONIB3Ys KaHAJbI Mepeaadyd HH()OPMAIK, UCTIONB3Ysl U UMHTUPYS METOMIBI PaOOTHI
CUCTEMBI, OTIIPABJISAS WU MOJTydasl U3 CHCTEMbl HH()OPMAIIHIO. AHAJIOTHYHBIC JICHCTBUS COBECPIIIACT
3IIOYMBIIUICHHUK U TIPU aTaKe Ha YHCTO «AH(POPMAIMOHHBIC» 00BEKTHI. Bocmombs3yemcs pa3paboTan-
HOM J1J151 5TOTO Clly4ast METOIUKOH.

Bcenen 3a paboramu [3,4] BBeIeM MOHSITHE «IIOBEPXHOCTH aTaKH HA AJIEKTPOHHYIO 00pa30BaTeIbH-
YIO Cpeay».

HazoBem «IIOBEPXHOCTBIO aTAKHU Ha 20C» — MHOXECTBO (FCOMCT‘pI/I‘leCKOC MCCTO) BO3MOXXHBIX
YA3BUMBIX MECT CUCTEMbI 0e30IMacHOCTH QJICKTPOHHOT'O O6paSOBaTeJ'ILHOFO YUPCIKACHUS. OT0 — Ka-
HaJIbl I€peaavn I/IH(l)OpMaIII/II/I, 9JICMCHTBI CUCTEMBI LMS, 0a3bl JaHHBIX, IPOrPpaMMHOC 06CCH€‘JCHI/IG,
MCETOAWKHU U NPOUCAYPHI DJICKTPOHHOI'O 06y‘{eHI/I${, TOYKH BBOJla U BBIBOJA I/IH(I)OpMaHI/II/I U3 CUCTCMBI
UT.Oo. Uem 0oJ1blIe KOMIIOHEHTOB BKIIFOUAET B CEOs QJICKTPOHHAasA 06pa30BaTeJ'H:HaH cpeaa, TeM 0oJIbIIIe
YHCJIO MOTCHIIUAJIBHO YA3BUMBIX MECT U, COOTBETCTBEHHO, TIOBCPXHOCTDb ATAKU.

Memay TEM, HE BCC DJJICMCHTbI CHCTEMbI DJJICKTPOHHOI'O OGy‘IeHI/IH SABJISAKOTCS  4YaCThbRO
«IIOBEPXHOCTHU aTaKn», a TC, UTO )IeﬁCTBPITeJ'H:HO ABJIAKOTCA HCTOYHHUKAMH BO3MOXHBIX ySISBI/IMOCTeﬁ,
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Mooenu cucmemvl bezonacHocmu 1eKmMpPOHHO20 00YUeHUs]

BHOCSIT B HapyIlIeHHe 0€30MaCHOCTH CHCTEMbl HEOIMHAKOBbIN BKIaa. Clie0BaTeIbHO, HEOOXO MO
OMPEJICTUTh KPUTEPUH, 10 KOTOPBIM MbI OLIEHUBAEM 3TH YS3BUMOCTH (BKJIA]] KAXKOI0 U3 BO3MOXKHBIX
2JIEMEHTOB).

DJIEMEHT 3JIEKTPOHHON 00pa30BaTENbHOI Cpenbl (PECcypc) CTAHOBHUTCS YACTBIO «IIOBEPXHOCTH
aTaKW», €CIM 3JIOYMBIIUICHHHK MOJET HCIIOJIb30BAaTh €T0 Ul HapyHIeHHs HOPMAaJIbHOW pado-
TOCHOCOOHOCTH CHCTEMBI. 151 OLIEHKH TaKOTO 3JIEMEHTA JIOTUYHO Ha IIEPBOM STarle BBECTH KPUTEPUil
Ha OCHOBE COOTHOILICHHUSI:

[3ampamei Ha éoccmanosenenue cucmemvl / yugepd om 0eticmeuil 310YMblULICHHUKA].

ﬂpyFI/IM BapUAHTOM OLCHKU MOXKET CTaThb COOTHOUMICHUEC BPEMCHU OTKa3a CUCTEMBI U BPEMCHU €€
BOCCTAHOBJICHUA.

Takum 00pa3oM, «ITOBEPXHOCTh ATaKW» SIBISICTCS HHTETPAILHON XapaKTEPUCTUKOHN YSI3BUMOCTH
Bcelt cuctemsl B 1esoM. OHa IaeT MPEICTaBICHUE O TOM yIepOe, KOTOPBIH 3JI0YMBIIUICHHAK MOYKET
HAaHECTH CHCTEME U OJHOBPEMEHHO O TeX JEHCTBUSIX, KOTOpPbIE OH JOJKEH MPEIIPUHATH ISt
HAHECEHU dTOTO yIiepoa.

BCJ'IS,I[ 3a pa60T0171 [3] JUIA ONPCACIICHUSA «IIOBCPXHOCTHU ATAKW» BBCIACM IOHATHUC «BEKTOPA
arakny. DakTHICCKH «BCKTOp aTakw» MpPCACTaBIIACT 000l BO3MOXKHBIM BapuaHT Z[CfICTBHfI
3JIOYMBINUICHHUKA JJIS1 HAPYIICHUA HOpMaJ'IBHOﬁ pa6OTOCHOCO6HOCTI/I CHCTEMBI.

MmuoxecTBO «BCKTOPOB aTaKW» OIIPEACIISICTCA, TAKUM O6p2130M, MHOKECTBOM YI'pO3 U PHUCKOB
CHUCTEMBbI DJICKTPOHHOT'O 06yquI/1$[, YINOMSHYTBIX BBbIIIC.

AJIeKBaTHOE OIICHMUBAHUE BCEX YSI3BUMOCTEH, PUCKOB M YTPO3 CHCTEME 3JIEKTPOHHOTO 00yUICHUS
MO3BOJIUT CO31aTh MOJEIb, HA OCHOBE KOTOPOW MOET OBITh pa3paboTaHa COOTBETCTBYIOLIAS
CTpaTerus 3aluTel. MoJIenTMpoBaHie YIpo3 MIPU 3TOM SIBIISIETCS HEOTHEMIJIEMOH YacThIO JKU3HEHHOTO
IIUKJIA Pa3paOdOTKH CUCTEMbI 0€301IaCHOCTH 3JIEKTPOHHOTO 00y4eHHs. Y Ielsisi BHUMaHue podiieMe Ha
HAyaJIbHOM JTalle CO3JaHus 3aIlUIICHHOW CHCTEMBl 3JIEKTPOHHOTO OOydYeHHs, MBI CMOXKEM
OCYIIIECTBUTH aHAIN3 TNIAHUPOBAHMSI M ApXUTEKTYPbI CHCTEMBI C LIENIBI0 OOHAPYKEHUS M yCTPaHECHHS
po0JIeM 3aIIUTHI YK€ Ha YPOBHE IPOSKTHPOBAHHS.
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Abstract:

In the past few years, a new class of high-performance computing (HPC) systems has
emerged. These systems employ unconventional processor architectures - such as cell
accelerator and graphics processing units (GPUs) - for heavy computations and use
conventional central processing units (CPUs) mostly for non-compute-intensive tasks, such
as I/0 and communication. General Purpose GPUs (GPGPUs) appear for scientific computing.
A new concept is to use a GPGPU as a modified form of stream processor. This paper gives an
overview of the state-of-the-art of the developments and applications in GPU-based
high-performance computing for all platforms: applications, hardware and software
technologies, languages and development environments.

> Introduction

Computer system architectures today are rapidly advancing and diversifying. A decade ago,
most programs ran on conventional, single-core processors capable executing one thread at a
time. In the last ten years, those simple CPUs have been replaced by an array of multi-core CPUs,
dedicated accelerators that are actually capable of powerful, general-purpose computation. This
trend is likely continuing, making it difficult to predict the architectures that will be available in
as little as five years or what programming models will be best suited to exploit them.

In the past few years, a new class of high-performance computing (HPC) systems has
emerged. These systems employ unconventional processor architectures - such as Cell
processor (or field programmable array) (Kahle, J.A. et al. 2005) and graphics processing units
(GPUs) (NVIDIA Tesla 2011) - for heavy computations and use conventional central processing
units (CPUs) mostly for non-compute-intensive tasks such as I/O and communication.

Today’s communications technologies and scientific advances in computer hardware and
software are forcing a dramatic change and acceleration in all areas of sciences, engineering and
economics. Many scientific and economic applications require the acceleration of linear algebra
operations for solution large problems, such as 100 000x100 000 matrix multiplication, inversion
etc. In the economics, it should be solved large economic simulation models represented by
large matrices. The aim of this paper is to give an overview of the state-of-the-art of the
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developments and applications in GPU-based high-performance computing for all platforms:
Applications, hardware and software technologies, languages and development environments.

Complexity of computing in science, engineering and economics is rapidly increasing. In the
past years complexity of simulations running on the HPC systems requires high processing
speed, high level of parallelism (systems with thousands of processing elements), envisioned to
reach millions of threads of parallelism and availability of parallelism in algorithms. Architecture
problems to be solved for high-performance computing are:

(@) to state limits to manageable levels of parallelism and programming models allowing high
performance and efficiency,

(b) to determine the number of cores that can be used to building a single computer and its
heterogeneity (CPU/GPU),

(c) to specify the fundamental limits to increasing space dimensions of interconnect,
(d) design considerations for I/0 and storage subsystems for huge amounts of data,

(e) to reduce as much as possible the power consumption but also enable the design of even
faster computers.

Architectures for extreme-scale computing use the following approaches: New key
technologies: new near threshold voltage operations, non-silicon memories and photonics.

Multi-core processors are no longer the future of computing they are present day reality.
A typical mass-produced CPU features multiple processor cores while a GPU (Graphics Processing
unit) may have hundreds or even thousands of cores. With the rise of multi-core architectures has
come the need for advanced programming and to program massively parallel processors.

» General Purpose Graphics Processing Unit

The Graphics Processing unit, or GPU, has been an integral part of most home computer
systems and game consoles for several years. Efforts for ever more realistic games have driven its
development from a simple 2D accelerator for graphics-based applications to an extremely
powerful unit aimed at 3D games.

The raw computational power of the modern GPU has, in recent years, led to explosion of in-
terest in its use for numerically intensive computing beyond the graphics domain. This interest is
demonstrated by the release of dedicated General Purpose GPUs, or GPGPUs, by manufacturers
such as NVIDIA)
(NVIDIA Tesla 2011)
and AMD) (AMD Rade-
on 2011). The adoption
of GPGPU computing by
the HPC community is
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shown by the fact that
two of the top four ma-
chines in the latest Top
500 list June 2011 em-
ploy GPGPUs (Fig. 1).

Fig. 1: Top 500 List,
June 2011
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A Graphics Processing Unit (GPU) is an accelerator, sometimes called a co-processor,
designed to carry out specific graphics tasks faster than the main CPU in the system. It contains
one are more microchips designed with a limited number of algorithms in mind. Graphics
operations may be split into two types - vector- based operations and raster operations.
Vector-based operations are the manipulation of the so called graphics primitives - that is objects
such as lines, circles and arcs. A raster, or bitmap, is a structure representing individual image
pixels such as those displayed on screen. Raster operations are the manipulation of such bitmaps
in various ways such as scrolling a background image between display frames or overlaying
a moving sprite over a background.

GPUs were developed during the years 1970s and 1980s, however only in the mid 1980s the
first mass-market personal computer appeared including a dedicated chipset capable of taking
care of all the graphics functions. The chipset included the famous blitter chip named after the
acronym for Block Image Transfer. The blitter was responsible for manipulating large amounts
of data corresponding to bitmap images. As well as a personal computer being a popular
machine for playing games the advanced graphics capabilities led to its use in video processing,
production and scene rendering. However, only in the 1990s the development of GPUs began in
earnest. It was in this period more advanced GPUs for IBM-compatible PCs started to be
developed. The first of these were simple 2D accelerators, aimed at speeding up the performance
of the user interface of the Windows operating system. At about the same time 3D computer
games were starting to became popular, leading to the development of GPUs specifically aimed
3D graphics processing. These accelerators became available in games consoles and on the PC
thanks to graphic cards. The race was on. Fuelled by the thirst for ever more realistic computer
games, the development of 3D GPUs has continued apace ever since. Today market is largely
dominated by two companies, AMD and NVIDA. Modern graphic cards are responsible for the
many different operations involved in producing a graphic scene which are commonly refered to
as rendering pipeline. The input to the pipeline is in the form of information about primitives,
typically polygons or triangles. The rendering process transforms and shades the primitives and
map them onto to screen for display. The typical pipeline steps are: Geometric vertex generation,
Vertex processing, Primitive generation, Primitive processing, Fragment generation or
rasterization, Fragment processing, Pixel operations or composition.

The rendering pipeline lends itself to a form of processing called stream processing. A stream
of data is passed through a series computational stages. The operations within each stage are
performed locally and independently on each element within the data stream. GPUs in such a
way allow to exploit the inherent task-parallelism of streaming (different processor resources
being devoted to different stages of the pipeline).

Several stages of the rendering pipeline also lend themselves naturally to another form of
parallelism: data-parallelism. That means, each geometric vertex or image pixel can be
processed independently of the others, but using the same algorithms, in the other words using
the common Single Instruction Multiple Data (SIMD) approach. The data parallel approach has
consequently evolved form SIMD to a more complicated Single Program Multiple Data (SPMD)
model, as hardware capabilities have increased. In the SPMD model, different branches may be
followed within a rendering stage for different sections of data.

Modern GPUs typically contain tens or even hundreds of processing units, each unit further
containing several Arithmetic Logic Units (ALUs) able to exploit the SIMD characteristic of much
of the processing.

The fact that modern GPUs typically contain hundreds of ALUs leads to units of processing
power over 1 Tflops, several times that of a typical CPU, for example NVIDIA GPU GeForce
GTXS580M (NVIDIA 2011). This performance naturally led to an interest in using them for
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computationally-intensive problems outside the traditional graphics domain. Manufactures now
release products aimed specifically at the HPC market, in particular AMD FireStream (AMD
2011) and the (NVIDIA Tesla 2011). In the latest Top500 list (TOP500 supercomputing sites
2011) (Fig. 1), two of the fastest four machines employ GPGPUs. The top spot taken in this list is
by the Japanese RIKEN supercomputer with a performance of 8,162 petaflops (10'%) and second
one the Chinese Tianhe-1A system with a performance 2,57 petaflops.

 General Purpose GPU Scientific Computing

To make best use of the GPGPUs and achieve a performance which makes their use more
worthwhile than a standard CPU in scientific computing, significant challenges must be
addressed.

The primary issue is that of the application’s scope for parallelism: it must demonstrate
sufficient data-parallel characteristics such that it can be mapped on the GPU architecture and
make full use of the many processing cores available.

The second challenge is making efficient usage of the GPU memory through the application’s
memory access patterns, where several problems may be encountered. The first problem to
address is that of copying data between the main memory of the machine hosting GPU and
device itself. This transfer is quite expensive therefore such transfers should be minimized
whenever possible. Types of applications likely making the best use of GPGPUs: (a) Ensure that
the application has substantial parallelism, (b) Ensure that it has high computational
requirements, i.e. a high ratio of arithmetic operations to memory operations, (c) Prefer
throughput over latency.

General purpose GPU computing is the use of a GPU to do general purpose scientific and
engineering computing. The model for GPU computing is to use CPUs and GPUs together in
a heterogeneous co-processing PU. The GPU has evolved over the years to have teraflops of
floating point performance. NVIDIA revolutionized the GPGPU and accelerated computing
world in 2006 - 2007 by introducing its new massively parallel architecture called CUDA. The
CUDA architecture consists of hundreds of processor cores that operate together to crunch
through the data set in the application.

Success of GPGPUs in the past few years has been easy of programming of the associated
CUDA parallel programming model. In this model the application developers modify their
application to take the compute-intensive kernels and map them to the GPU. The rest of
application remains on the CPU. Mapping a function to the GPU involves rewriting the function
to expose the parallelism in the function and adding C keywords to move data to and from the
GPU. The developer is tasked with launching 10s of 1000s of threads simultaneously. The GPU
hardware manages the threads and does threads scheduling.

The CUDA parallel hardware architecture accompanied by the CUDA parallel programming
model provides a set of abstractions that enable expressing fine-grain and coarse-grain data and
task parallelism. The programmer can choose to express parallelism in high-level languages,
such as C, C++, Fortran or driver APIS, such as OpenCL (Khronos 2011) and Direct X-11
(Microsoft 2010) (Fig. 2). The users should understand alike the basic concepts of parallel
programming and the GPU architecture. Case study demonstrates the development process,
which begins with computational thinking and ends with efficient programs.
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C/ OpenCL DirectX Fortran Java and
C++ Compute Phyton
nVIDIAGPU

with the CUDA Parallel Computing Architecture

Fig. 2: A set of software development tools along with libraries and middleware

» GPU Acceleration of Linear Algebra Operations

Many scientific applications require the acceleration of linear algebra operations, which are
quite well suited for GPU architectures. The CUDA software development toolkit includes an
implementation of the basic linear algebra subprograms (BLAS) library ported to CUDA
(Cublas). The most expensive operation is the matrix multiplication (Watson, M. A 2010).

GPU acceleration of matrix multiplications can be realized using cleaving algorithm.
Consider the matrix multiplication C=A B, where A isan (mxk) matrix, B is a (kxn) matrix,
and Cis an (mxn) matrix. We can divide A into a column vector of (r + 1) matrices

(%]

A
A=l

)
where each entry A; is a (p,x k) matrix, and
Z p,=m.

In practice, all the p, will be the same.

In a similar manner, can be divided B into a row vector of (s + 1) matrices
B=(B, B, B,),whereeachBisa (kxg;) matrix and

2.q,=n
]
Again, all the q; will be the same. Then the outer product of this two vectors can be formed:

%]

|4 |
c=!. (B, B, -- By)=
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_|AlBo AB, - AB |
{A,Bo AB, - A,BSJ

Each individual element C;= A, B; is a (p;x g;) matrix, and can be computed independently.
Generalizing this to a full implementation for the GPU we get a SIMD matrix multiplication. The
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p; and g; values can be chosen such that each sub-multiplication fits within the currently
available GPU memory. Each multiplication can be organized through the GPU and assembled
on the CPU.

Although the SIMD and SPMD models are supported by modern GPUs to make best use of
hardware code-branching should still be minimized as much as possible. If a code branch occurs
all threads must execute both branches, what is suboptimal for performance.

~ Conclusions

The main reason for using accelerators is because of the need to increase application
performance to either decrease the compute time, increase the size of science problem that can
be computed, or both.

However, reasons other than pure performance improvements are starting to influence the
deployment of HPC resources. As the size of conventional HPC systems increases, their space
and power requirements and operational cost quickly outgrow the available resources and
budgets. Thus, metrics such as flops per machine, flops per watt of power, or flops per dollar
spent on the hardware and its operation are becoming increasingly important. Accelerator-based
HPC system looks relatively attractive considering this metrics. The June 2011 Green 500 List of
the world” s most energy efficient supercomputers shows the ranking in(The Green 500 List
2011).

As a multi-billion dollar industry, the commodity games market will continue to be main
driver of GPU development. Despite hardware systems (GPU-based high-performance
computers) availability, however, the computational science community is currently split
between early adopters of accelerators and skeptics. The early adopters” main concern is that
new computing technologies are introduced frequently, and users simply don’t have time to
chase after developments that might fade away quickly. With introducing application
accelerators, new languages and programming models are emerging that eliminate the option to
port code between ,,standard” and ,,non-standard“ architectures. The community fears that these
new architectures will result in the creation of many code branches that are not compatible or
portable.

On the other side GPUs have evolved to the point where many real-world applications are
easily implemented on them and run significantly faster than on the multi-core systems. Future
computing architecture will be hybrid systems with parallel-core GPUs working in tandem with
multi-core CPUs.
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00beKm cpeocmeo u uucmpymenm oﬁyqeuu;z

Kultan J., Serik M., Alzhanov A.

Annomauusn:

Jlannass cmamvs  Hanpaeiena Ha o onpeoeneHue OCHOGHBIX MOMEHNO8 UCHOIb3068AHUS
ungopmayuonnvix mexuonroeuu /MUT/ 6 cghepe obyuenus, nayku u nayymnoix uccredosanui. UT
npedcmasgiaom 06vekm obyuenus u pazsumusi Hayku. Vx ucciedoganuio Heobxooumo yoenums
bonbuioe HUMAHUe M.K. UX paseumue gedem 3a coOOU 803MONCHOCHIL PA3GUMUSL OCIMATbHBIX
Hanpagienuti Hayku u sicusnu. UT nomozaiom peuwams muozue Hayunvle 3adayu. CmapameibHo
Heobxooumo paccmompems poib UT 6 cucmeme obyuenus. UT mocym cmamb He MOIbKO
NOMOWHUKOM 6 npoyecce npuodpemenusi 3HAHUL, HO U CPEOCMBOM NOHUINCEHUS YVDOGHSL
obyuenus. Ilpusedennvie momenmol ucnonvsosanus UT npedcmasisiiom ne monavko obodueHue
Onvima, HO U HanpasieHue OdlbHelue20 pa3eumus HayKy 8 OaGHHOL obaacmu.

Knwuesvie cnosa:
Kauecmego 0bpazosarus, uHhopmayuonHvle mexnonozuu, ooyuenue, UT — o6vexm obyuenus, UT

— cpedcmeo obyuenust, UT — uncmpymenm ucciedosanus, NOI0ICUMENbHbIE U OMPUYAMETbHbLE
cmoponvsl npumenenus: UT.
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kvalita vzdeldvania, informacné technoldgie, vzdeldvanie, IT -objekt vzdeldvania,

IT - prostriedok vzdeldvania, IT - ndstroj vzdeldvania, kladné a zdporné stranky
vyuZivania IT.

Keywords:

the quality of education, information technology, learning, IT is an object, IT is a learning
tool, IT is a research tool, the positive and negative sides of IT.

Abstrakt:

Prispevok je zamerany na definovanie zdkladnych otdzok tykajiicich sa vyuZivania
informacnych technoldgit /IT/ v sfére vyucovania, vedy a vyskumu. IT mbZeme povaZovat za
objekt stidia. Ich vyskumu je potrebné udelit velkii pozornost nakolko ich rozvoj md za
ndsledok vznik novych moZnosti rozvoja ostatnych smerov vedy, poznania, techniky. IT
pomdhaji riesit mnohé vedecké iilohy a majii svoju nezastupitelnii iillohu pri tvorbe modelov,
ndvrhu a realizdciu roznych projektov. TaktieZ je potrebné analyzovat iilohu IT v systéme
vzdeldvania. IT sa mézu stat nielen pomocnikom v procese ziskavania vedomosti ale
i prostriedkom zniZenia kvality vzdeldvania.

IT - objekt vzdeldvania, prostriedok vzdeldvania, ndstroj vzdeldvania - tri hlavné smery
vyuzivania IT, nakolko oni predstavujii nielen zovSeobecnenie skiisenosti ale aj smer
dalsieho rozvoja vedy v danej oblasti.
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Abstract:

This article aims at identifying the main developments in the use of information technology
/it/ in the area of education, science and research. IT is the object of education and science.
Their study should pay attention because their development leads to the development of other
areas of science and life. IT helps to solve many scientific challenges. Carefully consider the
role of it in education. IT can become not only an Assistant in the process of acquiring
knowledge, but also as a means of lowering the level of education. The points of it are not only
experience but also the direction of the further development of science in this area.

Bsenenue

WH}opMannoHHbIE TEXHOIOTHH NUMEIOT MHOTOTPAHHYIO POJIb B MpoIiecce 00ydIEHHUs] MOJIOAOTO
rioxkosieHnsl. OHU SIBISIFOTCSI 0OBEKTOM M3yUeHHS KaK HOBOTO BH/Ia TEXHOJIOT Uil TPUMEHSEMOT'0 BO BCEX
HampaBJieHUAX (chepax) Hamel xm3HH. O4eHb He00X0ANMO YTOOBI CTYJCHTHI IIOHIMAaIH OCHOBHBIC
aCTeKThl WX (DYHKIIMOHHPOBAHUS, 00pabOTKH MHPOPMALNHU, TEXHHIECKOro obecmedeHus. Jpyroit
BXHOH MpobimemMoit ncmoip3oBaHus WUT SBIAIOTCS BO3MOKHOCTH WX MPUMEHEHHS TIPH TpU
MOJTy4eHnH 00pa3oBaHMs Mo 0a30BoM crenuanbHOCTH. Heo0XoauMo yienuTs BHUMaHHEe BOIPOCaM
ONITUMAJILHOTO HCIOJIb30BAHUS JAHHBIX TEXHOJOTHWH C LEJBI0 TOBBIMICHUS KadeCTBA MOHUMAHUS
BBIOpPAaHHOM 00JACTH W3y4YCHHs, PACIIUPEHMS IO3HAHUS — BO3MOJKHOCTEH H3Y4YCHHS]) HOBBIX
HallpaBJICHUH, PEIIeHUs MOCTaBIEHHbIX 3ajad. Tperbe HampasiieHue npumeHenust UT — cpenctso
o0yuenust. Ouenp yacto T ncmonps3yroT He TOIBKO KaK CPEICTBO MOBBIMICHHS KaueCcTBa 00yUeHUs,
HO B MHOTHX CIIy4yasx IIPUMEHEHHME MX HECeT oTpuuarenbHbie 4epTel. Ha pucynke /Puc. 1/
oToOpakeHBI OCHOBHBIE HampaBieHus wuccrenoBanmst UWUT. Paccmorpenme UT mo pasnuaabiM
HaINpaBICHUSAM J1a€T BO3MOKHOCTb JIYUIIE ONPEACINTh eI N3yUCHUS! U IPUMEHEHNUS TOTyYCHHBIX
3HAHHH.

MHbopMaLMOHHbIe

TeXHOMOrMK

VMIHCTPYMEHT ANA

obbekT obyueHus
L5 obyueHms

cpeacTso obyueHus

cucTemMbl ANA
ynpaeneHus
obyueHunem

WUT B npouecce
3KOHOMMUECKOTO
aHanu3a

MHpopmaumm u ux
ponb B obyueHumM

TeXHUYEeCcKoe
obecneueHmne

A3bIKK
nporpaMupoBanHUA

Puc. 1UT u ux uzyyenue
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~ 1 UT — 00beKT 00ydeHus

Pazsutne UT mpoucxoaut odeHb ObICTpo. HOBbIE TEXHWYECKHE JOCTHIKCHHSI: YBEINUYCHHE
CKOPOCTH TIPOIIECCOpa, PA3PSAHOCTH MpOIeccopa, YBEIWYCHHE ONEPATHBHON IMTaMATH, IFCKOB,
pa3paboTKN BHEUIHUX YCTPOWUCTB, 0OOPYIOBAaHUS UII KOMMYHHKAIUU W T.I., TPEOYIOT XOPOIIETo
MOHUMaHHS TPUHINIIOB [AaHHBIX TEXHHUYECKUX CPEJACTB, IPOIECCOB 00paboTKM WHpOopManuit
U TIPOTPAaMMHBIX CPEICTB I UX peann3annu. [ToaTomy HeoOxommmo paccmarpuBath T kak 00beKT
oOyuenwust / Puc. 2/

»  Hugopmayuu u ux ponav é odyuenuu

[Tpouecchl, cBsi3aHHBIE C TOJyYEHHUEM, XpaHEHHeM, oOpaboTKOM W mepenadeld uHdopmanuu,
Ha3bIBAIOTCSl MH(GOPMAIIMOHHBIMU TTporieccamu. MHQOpMalMOHHBIH TIpOLIecC MOXKHO OIMUCATh Kak
mpouecc B3aPIMOlIeﬁCTBPIH 00BEKTUBHBIX JAHHBIX U Cy6'beKTI/IBHBIX METOOOB. Bce koMITOHEHTBI
B3aMMOJCHCTBHS, TAKUE KaK CUTHAJIbI, JaHHBIE U METOIbl 00Pa0bOTKU, UMEIOT OOJIbIIOE BIMSAHUE HA
pe3ynpTaT. OcoOEHHOCTHIO HH(OPMAIIMOHHOTO TIpoIiecca B MHPOPMATHKE SIBIISIETCSI aBTOMAaTHIECKOE
MPOTEKaHWE HEKOTOPBHIX JTAIlOB (ammapaTHBIE W TMPOTPAMMHBIC METOIBI OOpabOTKH JTaHHBIX).
PesynpraTomM MHGOpPMAIMOHHOTO Hporecca sBIsieTcs cama HHpopMmanus. Tak kak HHGOpManus He
SIBJISICTCS] CTATHYECKUM OOBEKTOM, TO Ba)KEH IPOLIECC OCTOSHHOTO OOHOBJICHHMS JTaHHBIX M 110100pa
COOTBETCTBYIOIIUX UM METOIOB.

Meroapl M TEXHOJOTMH OpPUEHTHpPOBaHHbIE Ha cOop, 00paboTKy, XpaHeHue, Neperady
pacrnpocTpaHeHue HHPOPMaIMK MOXHO KOPOTKO Ha3BaTh MH(opManuoHHbIMU TexHosorusiMu (IT) .
IT Bonun B Hauly >KHM3Hb MOBCEMECTHO, HH OJMH BHJ] COBPEMEHHOTrO OW3HEca HE MOXKET OBITh
YCIICIIHBIM B JI0JITOCPOYHOM TepcrieKTHBe 0e3 rpaMoTHOro npumeHenus IT.

»  H3yuenue mexnuueckozo ovecneuenus UT

DJeKTpoHHAs BeIYHCIUTENbHAS ManiiHa (OBM), Ha3biBaeMasi HHOTA KOMIIBIOTEPOM, SIBIISIETCS
OCHOBHBIM TEXHHYCCKHM CPEICTBOM HH()OPMAIIMOHHBIX cicTeM. OHa TOJKHA BBIITOIHATH OCHOBHBIC
JTanbl 00paboTKH HHPOPMAIIUH:

— OCYHCCTBJIATH BBO/J TaHHBIX;
— COXpPAaHATH JaHHBIC;

— OCYIIeCTBIATH cOOp, mepepaboTKy NaHHBIX, BKIIOYAsS MaTEMAaTHYECKHE PacueThl, BBHIOOPKY
U YIIOPSI0YEHUE JAHHBIX U JpyTHe (QYHKIIMOHAIBHBIC IPE00pa30BaHIS;

— [OPpOU3BOAUTH BBIBOA PE3YJIbTATOB O6pa6OTKI/I B HeO6XO,HPIMOI7[ I10JIB30BATCIIIO (bopMe (TCKCT,
rpa(bnqecm/le I/I306pa>K€HI/I$I, AKyCTHYCCKUC CUTHAJIbI, YIIPABJIAIOINEC CI/IFHEU'ILI).

VYKa3aHHBIC OINEpaIMU ONPEEISIOT OCHOBHBIE ycTpoiictBa OBM. B »To0if wactn Heobxoaumo
YIeNUTh OOJBIIOE BHUMAHHE OCHOBHBIM TEXHHYECKMM DJIEMEHTaM — IIPOLECcCop, IamsTh,
3allOMHHAIOIIEE YCTPONCTBA, KOTOPBIE HAa3bIBAEM OCHOBON KOMIIBIOTEPA, BXOJHBIM U BBIXOJHBIM
cpezacTBaM, UX Kiaccudukanuu. B HacTosiee BpeMst ipuMeHeHus! HHYOPMaI[MOHHBIX ceTeil OoIbIIoe
BIIMSIHME UMEIOT U CPEJICTBA 00ECTIeYeHUsI KOMMYHHUKAIIHH.
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|
obbeKkT obyyeHus
Nudopmaymm m ux TexXHUYeckoe nporpamHoe
ponb B obyueHuu obecneuexHune obecneuexue
geHogHpIE onepauuoHHble
Tvnbl A3aHHDIX TexXxHn4yeckune
cpeacTsa cncrTembl
npeacTasneHue YCTPOMCTBA BBOAA U anR}lap,Htge
AaHHbIX BbiBOAa npoLZasﬁr:;:M?ero
] cocobb1 06paboTrm sl ELEIL SR
KOMMYHMKa UMM NpouKNagHbie Npor.
A3bIKA
nporpamuvpoBavHmnA
Puc. 2 T o6vexm obyuenus
»  U3yuenue npozpammnozo ooecneuenus UT
OCHOBHBIM CpPEICTBOM [UIsl YIPABIEHUS JAEATEIHHOCTBIO MPOLECCopa, MaMiTH U JPYTUX
OCHOBHBIX W BCIOMOTAaTEIbHBIX TEXHHYECKHUX CPEICTB SIBIISICTCS MPOrpaMHOE OOecredYeHne
KoMmIbtoTepa. OHO pa30UTO Ha HECKOIBKO HECKOIBKO IPYIIT, KOTOPbBIE MPEICTABIISIIOT HEOTHEMIHMYO
yacth WT. JInsg ynpaBieHus: OCHOBHBIMH CPEICTBAMH HCIOJB3YIOTCSl OMEPAIMOHHBIE CHUCTEMBI,
JAITbHEHIITYI0 pab0Ty KOHTPOJIMPYIOT IPUKJIaHbIC porpaMmbl. CrieliudruecKoi rpymnoi siBIsFOTCs
MPOrpaMMbl 00eCTIeUeHUSI KOMMYHHUKAIIMH.
B tabmuie (Tab.l) mpuBeneHbl HEKOTOpBIC MPUKIAJHBIC MPOTPAMMBI, KOTOPBIC MO3BAJSIFOT
pacmuputh npuMmernenue T B 00yueHun, HayKke, KOMMYHUKAITUH.
Tab. 1 Buwibpannoe npoepammoe obecneuenue
Prehliada¢ Antivirusy Web Photo Album | Messenger Adobe
(Webbrowser) AVG Free Edition | Jalbum ICQ Acrobat Reader
Microsoft Internet | AntiMacroVir Web Album MSN Messenger Adobe Album
Explorer AntiVir Personal Generator Yahoo Messenger | Adobe
GreenBrowser Edition Web Picture SIM eBookReader
(nadstavba IE) avast! Home Creator Trillian Adobe eBookWriter
MyIE2 (nadstavba IE) | Edition o
Avant Browser BitDefender Free | Wapdesign M2 Grafika
(nadstavba IE) Edition v7 (WYSIWYG) ) Gim
Miranda IM p
Neoplanet (nadstav | ClamAV & DotWAP . Pixia
ba IE) ClamWin Wapt e cricd
i S AIM ColorDetector
Netsiiipe R eor i ] MS GIF Animator
Mop a AntiSpyware Wapdeﬂgg VoIP splitz
CZilla Ad-Aware Nokia Mobile e PictureClip
FireFox Microsoft Internet Toolkit yb
Opera AntiSpyware WAPtoolkit
Spybot Search &
Destroy
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FTP Webdesign Validatory P2P Image
(klient/server) (WYSIWYG) SiteChecker DC++ Irfan View
LeechFTP Microsoft CSE HTML CZDC++ XnView
Utility (Servis) FrontPage Express | Validator Lite Strong DC++ FreshView
PDFcreator 1st Page 2000 HTMLtldy Direct Connect
Putty Trellian WebPage | HTTrack iMesh Video
Fast Defrag Ewisoft Web Kazaa Microsoft Media
DustBuster Builder Management Diet K Player
Crap Cleaner Epersoft ] stborov eMule Media Player
B Gleaner SiteGenWiz FreeCommander et Classic
WYSIWYG Web WorkSoft Navigator |+ oo Quick Time Player
Mailing Builder muCommander eDonkey2000 BSPlayer
MailBox N X Lari Bearshare MPlayer
ancelaria R . Zoom Player
FireWall 5 602Pro PC Suite Iéllrll:lec‘lzllzi RadLight
Jetico Personal Cascade. RUF 3 OpenOffice ) Fusion Media
Firewall g?sEl\lidltor AbiWord S Player
Kerio Personal il & .
Firewall Generator Audit hardware Eeeranic Napalovanie/Grab
TopStyleCSS /software PGP ovanie CD/DVD
Aida32 BlueZone FTP CDburnerXP Pro
Everest Home . DeepBurner
Edition AUd.l 9 Burrliélfree
Group Mail Free AgdloGrabber Easyburn
‘s}‘(’)ﬁgip DVD Shrink
CDex DVD Decrypter
DirectDVD
DVDRipp
EasyDivX
DVDx
RegCleaner
Disk Cleaner

» 2 UT — uHCTPYMEHT O0yYEHHs ¥ yIPaBIEHHsI

MHorue 3aa4u UCCIe0BaHUs B Pa3IMUHbIX 00JIACTSX HAYYHOU JICSTEIbHOCTH HEMBICIUMBI 03
MpUMEHEeHNs MH(OPMAIIMOHHBIX TEXHOJIOTHH. MIX MOYXHO pa3fenuTh B HECKOJIBKO HAINpaBICHUN —
HKOHOMHKA, HAyYHbIE NCCIICJOBAHHUE B O0JIACTH CTATHCTHKH, SHEPTETHKU, CTPOUTEIHCTBE U T.I1.

~ UTe npouyecce IKOHOMUUECKo20 anaiusa

ConepxarenbHasi KiIacCU(PUKALMS IUPKYJINPYIOMEH B pa3HBIX 00bEKTaX MH(OPMALIMH 3aBHCHUT
OT OTpacieBOIl MPUHA/UIC)KHOCTH M YpOBHS ylpaBlieHHs. TeM He MeHee, B Iporecce o0paboTKu
nH(popManus MPOXOJUT AHAIOTMYHBIE CTa/IMH, OOLIME B YNPABICHUH PAa3HBIMH 3KOHOMHYECKUMH
oObekTamu. Bupl nHGOpMaMy pa3inyaroTcs:

® (opmoii IpeICTaBICHHS,
® opraHu3alnuel XxpaHeHus,

® xapaktepoM o00paboTku. Cpenu HambOojiee BaXKHBIX XapaKTEPUCTUK IKOHOMHYECKOH WH(pO-
PMaIH, OTPayKAIOLIUX MPEAbSIBIIsIEMbIE K HEll TpeOOBaHUsI, MOTYT ObITh Ha3BaHbI KOPPEKTHOCTH,
LIEHHOCTb, IOCTOBEPHOCTh, TOUHOCTh, aKTyaJIbHOCTh, OJIHOTA.
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Cxema yrpaBiieHHsi OU3HEC MPOIIECCOM B paMKax HEKOTOPOro abCTPAKTHOIO 3KOHOMHUYECKOTO
00BEKTa CIeyIoMIast:

1. HudopMauoHHbIe TOTOKH, TOCTYMAIOIINE OT BHEIIHKX (YIIPABIIAIONINX, PETYIHPYIONUX H T.I1.)
OpraHoB.

2. HWudopmamus 00 YCIOBHSAX XO3SMCTBEHHOW [ESTEIFHOCTH (HAJIMYHBIX pecypcax, CpPOKax
TIOCTABOK H JIp.).

3. CoOCTBEHHO YHPABISIONINE BO3JCHCTBUS — IOBEIEHHE NMPHHATHIX pPEIICHHI 10 00BbeKTa yII-
paBIICHUSL.

4. HWudopmanus o peaau3aluy yIpasisONIAX BO3ICHCTBIMN.

5. Wudopmanmsi o pesynbraTax MPOU3BOJCTBA (HANPHUMEP, BBIMYIICHHAS MPOAYKIHS, 00beM
MIPOAAXK U T.IL.).

WHCTPYMEHT ana
oby4eHmsa

WT & npouecce
3KOHOMMHYECKOro
aHanu3a

UTs WT B ynpasneruu
NPOMbILNEHHOCTH obwecrsom

WT B ynpasnennn

ay4YHbIM NPOLEeccom

MHOOpMaUV OHHOS

cucTembl BA

Cucrembl
MOAENMPOBAHMA

TPS- Transaction
Processing Systems

MIS- Management
Information Systems

obecneyenue
OpraHoB
CamMoynpaBneHns

CO3Q3HME CAWTOB

OpraHos

cncTembl
bpranv3aumm rpaHToB

cMcTeMmbl
OpraHn3aumMm
MEXAYHaPOAHOro
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camoynpasberuna
COTPYAHUYECTBA

DSS - Decision
Support Systems

Puc. 3 UT xax uncmpymenm ooyuenus

BxopaHas nHpOpMAaIKs TOCTYIIAeT B OpraH YIPaBJICHUs H3BHE.

HepBI/I‘IHaH I/IH(i)OpMaI_II/IH —IMOCTyNaeT HENOCPEACTBEHHO OT 00beKTa YIIpaBJICHUA U TIOJTY1aCTCA B
PE3YIbTATE HCHOCPEACTBECHHOI'0 U3MCPCHHUSA WM IMOACUYCTA. HepBI/I‘{HaH I/IH(l)OpMaHI/ISI Hemocpeac-
TBEHHO COIIPUKACACTCs C KOHerTHOﬁ CTOpOHOﬁ ACATCILHOCTH YHPABJIIEMbIX S9KOHOMHWYCCKUX 00-
BCKTOB, IIPU 3TOM BKJIIOYACT B cebs Kak MCIJICHHO HU3MCHSIOIIUCCS (yCJ'IOBHO HOCTOSIHHLIC), TakK
" OIICPATUBHBLIC TaHHBIC.

[[I/IpeKTI/IBHaH I/IH(I)OpMaHI/IH — HCXOJUT U3 BHILICCTOSAIINUX OPraHOB, U B 3aBUCUMOCTHU OT XapaKTepa
TNOJYUHCHHOCTU MOXKET BKJIIOYATh PA3JIMYHBIC TApaMETpPhl U YCIIOBUA (I)OpMI/IpyeMOFO 3alaHus. HI/I—
PEKTUBHLBIC JaHHBIC HEIMOCPCACTBCHHO BJIMAIOT Ha LICIU (l)yHKHI/IOHI/IpOBaHI/IH 00BeKTa. OCBCZ[-
oMJIAromas I/IH(I)OpMaHI/IH — B OCHOBHOM IIOCTYNACT OT BBIMICCTOANIUX OPraHOB, @ TAKIKE OT APYIrux
OpFaHI/ISaHI/Iﬁ CBSI3aHHBIX C 0OBEKTOM YyIipaBJICHUA. Taxxe 0oCBeTOMIISIIOIINE JTaHHBIE OIMpECACIAIOT
yciaoBus pa6OTLI obnekTa. K BHyTpeHHeﬁ I/IH(I)OpMaIII/II/I OTHOCUTCH: YyUCTHasd, IJIaHOBasd, a TAKXKE
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HOPMAaTHBHO-CTIpaBoYHast HH(opManus. YueTHast HHPOPMANUs — ONMHMCHIBACT yXKE COBEPIIMBIINECS
MIPOLIECCHl M PeaJbHO cymiecTByiomue yciousa. OHa SBIAETCS ONPENCICHHOW M HE 3aBHCHT OT
MOCJICAYIONNX JACHCTBUIM MM NpUHMMAaeMbIX pemieHui. IlnanoBas (mporHo3Has) WHGOpMAIMsS —
MOXET KOPPEKTUPOBATHLCS MPU H3MEHEHUH YCIIOBUN WIIH LEIICH.

YdeTHas u Iu1aHOBast HHGOPMALHS SIBIISICTCSI OCHOBOH BCETO MPOoIecca yIPaBICHHsI, B TOM YHCIIE:
aHaJIN3, TIPOTHO3UPOBAHNE, PETYJINPOBAHUE U APYyTHE QYHKIHN.
BwMmecre ¢ HOpMaTHBHO-CIIPaBOYHON HH(OPMAIMEH, 3T BUIBI HHPOPMALNH SBJIAIOTCS BHYTPEHHUMH
JUISL OPTAHOB YTIPABIICHUS U IOJDKHBI XPaHUTCA B MH(GOpMaMoHHOH 6a3e. C ee MOMOIIBIO TPOBOAATCS
CJIOJKHBIE BU/IBI 00pabOTKM, KOTOPBIE TO3BOJISIIOT 00ECTIEYNBATh PELICHUE YIIPABICHUECKHX 3aad.

OKOHYATETbHBIM UTOTOM 00PaOOTKH SBISIOTCS MOTYUYEHHbBIC BBIXOIHBIC JaHHBIC.
Beixoansle nanuble (MH(GOpPMALUS) UCTIONB3YIOTCS JUIsl YIIPABICHUS UM KOHTPOJISI MU CO CTOPOHBI
BBILIECTOSIIUX WIN BHEIIHUX OPTraHOB M YyYAaCTBYIOT B MOCIEAYIOIIUX LUKIaX 00paboTku. [lenenue
BBIXOHOW HH(OpMALIMK HA YIPABIISIOILYIO X OTYETHYIO HOCUT CyTy00 CUMBOJIMUYECKUH XapakTep, T.K.
JaHHast ”HOPMAIHS MOXKET TIEPECEKATHCs, a TAKKE COJEPKATh OANHAKOBBIE NaHHbIE. K BBIXOIHBIM
JTAaHHBIM OTHOCSITCS TAKJKE T€ JAHHBIE, KOTOPBIE MOCTYNAOT B APYTHE MTOAPA3ACICHUS U SIBISTFOTCS IS
HHUX OCBEJOMJISIOIIUMHU

» HUT ¢ npomvrtunennocmu

Oco0OeHHOEe BHUMAaHUE 3aCIIyXKHUBAIOT CHCTEMBI II03BOJIAIONIEE YHIPOCTUTH PabOTy IMPOEKTH-
POBIIMKOB, MPOTPAMMHUCTOB, yIpaBisitoniero nepconana. K uum moxuo ornectu CAD, CAM, Matlab,
ComputerControl u apyrue, no3BOJIAIONIEE CO3AaBATh IEKTPUUECKUE CXEMBbI, BKJIIOYAs CUMYJIALHUIO
paboThI, CTPOUTEIBHBIC YEPTEIKH, YEPTEKH PA3THUHBIX MAIINH U TTOJI.

» HUT 6 ynpasnenuu ooujecmeom

OrpoMHoOe BIMSHUE JUIs YIIPaBIEHUs JESITeIbHOCTBIO OPIaHOB FOCYJapPCTBEHHOTO YIPaBJIECHUS U
OpPraHOB CaMOYIIPABJICHHS HMMEIOT HH()OPMALMOHHBIE CHCTEMBI, I03BOJISIOIIEE PErHMCTPUPOBATH
U TIPOBEPSTH JESITEILHOCTD ATUX OpraHoB. C MX MOMOIIBI0 BO3MOYKHO IIPEA0CTABIISATH HH(POPMAIHU 00
M3JaHHBIX NPABOBBIX aKTaX, MPOBEJCHUHM BBHIOOpA MOCTABIIMKOB JUI I'OCYAapCTBEHHBIX 3aKa30B,
PEerucTpupoBaTh MOCTYIUIEHHE M PACXOJOBAHHME T'OCYAApPCTBEHHBIX, MYHUIMNAIBHBIX W JPYTHX
OOIIIECTBEHHBIX CPEACTB U CPABHUBATH C IPEUIOKEHUSIMH JIPYTUX ITOCTABIIUKOB M 3aKITIOYEHHBIMH
JIOTOBOpPaMH.

»  UT ¢ ynpasnenuu nayunvim npoyeccom

Oco0eHHYI0 POJIb JOIDKHBI UMETh CHCTEMBI YIIPABJICHHS JISITEIbHOCTHIO B PAMKaX MEX/IyHapoO/I-
HOTO cOTpyaHn4ecTBa. OrpOMHYIO POJIb B 3TOM MOTYT CBHITPAaTh BHJICOKOH(EPEHINH WX BEOUHAPHI.
K stomy HeoOXxoamMmo NpuCOenMHHTH (100aBHTH) eme 0a3y AaHHBIX C BHJICO3ANHCHIO HAYYHBIX
UCCIIeJOBAaHUH, KOH(PEPEHIINH, a TaKKe BO3MOYKHOCTH MHTEPHET TEJIEBUJICHHS, B KOTOPOM MOXHO
IIPOCMOTPETH JaHHBIE 3AIHCH.

~ 3 UT — cpeactBo o0ydeHus

[Tpouecc oOyuenus: B HacToOsIIIEE BPeMs CHIIbHO u3MeHsiercs). OMHUM U3 (pakTOpoB M3MEHEHUH
SIBIIsICTCS akTUBHOE MpuMeHeHne YT kak co CTOpPOHBI CTYACHTOB, TaK U CO CTOPOHBI IPENoiaBaTeei.
OpHako HajaO0 NOMHHTH, 4To mpuMmeHenne WT Bieder 3a coOoif OOJBHIYI0 OMACHOCTH HX
HENpPaBUILHOTO MPUMEHEHHS, TIOHW)KEHHS MOTHBAIIMM OOyUCHHMsI, yXY/IICHUS MaMsITH, TIOHIKCHUE
TpynocnocoOHocTH. bosbmioir mpoOieMoit MOTyT cTarh M HEKOTOpPBIE MOpAIbHBIE acHeKTh
npumMeHenus UT unu Bnusaue T Ha TUYHOCTHBIE XapaKTEPUCTUKU CTYACHTA.
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Ha ocHOBaHMM aHAIMTHYECKUX WCCICJOBAHWN NPOBEICHHBIX MHOTMMH I€aroraMu, OTYETOB
MHOTHX YHHUBEPCUTETOB M TICHXOJIOTHYECKHX KOHCYJBTAIIMH MOXKHO OIPEAEINTh HEKOTOpPbIC
OCHOBHBIE TIPOOJIEMBI, KOTOPBIE SIBIIAIOTCS] IPUUNHON MPEKAECBPEMEHHOI'0 OKOHYAHHs 00y4eHHs Ha
niepBoM Kypce. K 0CHOBHBIM IpoOiieMaM, KOTOpbIE BO3HUKAIOT B TIpoliecce 00yUEeHNUS B By3aX MOXKHO
OTHECTH:

1) opueHTanus B HOMEIIEHHX BY3a;

2) opueHTanus B hopMax, BHJaxX, CPOKax cadu pe3ysbTaToB padoT;

3) pa3IM4HBIN YPOBCHb 3HAHUH CTYJCHTOB,;

4) mneperpy3Ku CTYJCHTOB — POCT KOJIMYECTBA IIPEIMETOB;

5) HecnmocoOHOCTh CTY/IEHTOB CAMOCTOSTETIFHO 00paboTaTh yueOHBIN MaTepHa;

6) NCHXOJIOTHYECKHE MTPOOJIEMBbI CTY ICHTOB.

cpeacTeo obyyeHua

CUCTEMBI ANA BbibpaHHbie pacwupeHue

YNpaeneHWA OBPETHBR cBRSh MOpanbHbIE aCNEKTEI MeXxayHapoaHoOro

obyueHnem NPUMEHEHWA COTPYAHUYECTEa

ABTOMaTU3MpOBaHHbIE _ = _ B OpPraHu3auroHHOM L
€CTUPYIOWEE CUCTEMBI BUAEONEKUMH
CUCTEMBI YNPaBNEHMUA OEeATeNbHOCTH

CUCTEMBI ONA
YNpaBneHua CUCTEMbI ONpoca BpaboTe cTygeHTa
obyyeHuem

MeXayHapogHbie
KoHbepeHuuu

CUCTEMBI
KOMMYHWKaUUKU B
PE€anbHOM BPEMEHHK

B pabote CO303HHWE COBMECTHbIX
nNpoenoaoBaTenn pabot

KOMMYHUKauua bes
npMamoro
npMcoeauHEHUA

Puc. 4 Hcnonvzosanue UT 0nst nosviutenus kavecmsa 00yueHus:

Ha pucynxke /Puc. 4 /mpuBeneHHas CTpyKTypa pasaeneHus QyHKIui ucmonb3oBanms UT. kak
CpelcTBa AUt HOBBILICHHS KadyecTBa 00yYeHHS.

HNHbopmanmoHHble ¥ KOMMYHHUKAIHOHHBIC TEXHOJOTHH MMCIOT CBOC HE3aMCHHUMOE MECTO
B mporecce oOydeHus. B Tabnuiie HMKE NPUBEICHBI HEKOTOPBIC BUABI JEATCIBHOCTH MPHU
o0OydeHWH, W OCHOBHOE IPOTPaMMHOE oOOecreyeHne, KOTOPOE OKa3blBaeT IMOJJACPKKY
9tuM hopmMam 0O0yUCHHUS.
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Tab. 2 Memoovt u popmer 06yuenus ¢ npumenernuem UT

JlupaKkTuyeckoe IIpo6aemuas Pao6ora ¢
Metoapi®opMpbl| JeKIHS | AHCKYCCHS MmoKas -
TeCTHPOBaHHE JIeKIHSA TEKCTOM, CXeMO¥i

3aHsITHE OCHOBH [PowerPoint 'Win.MediaPlayer [Excel, Spec.programy  |Word,
0ro THIA MsPaint RealPlay Specidlne prog. (Cabri geometria |AcrobatReader
ceMHHAp CAD systémy| PowerPoint, ORCAD

IACAD, InternetExplorer AUTOCAD

ORCAD FlashPlayer

'WinMediaPlayer

PKCKypCcHs PowerPoint |EVO

Excel ‘WinMedia

Word Player

KpomMe yka3zaHHBIX M MHOXXECTBA APYTUX MPOTPAMMHBIX CHCTEM, CYIIECTBYIOT CHCTEMBI,
OpPHEHTHPOBaHHBbIC Ha TOJepXky oOyueHuss — Learning Management System — (LMS). K takum
cucreMam, wucnojb3yemMbiM B CroBakuu, mnpuHamiekat Moodle, WebCT, Tutor2000, uLern.
C MOMOIIBI0 JaHHBIX CHCTEM MOXKHO NPOBOIUT OOyYEeHHE B TUCTAHIIMOHHOW (opme. OmHNM 13
HEJIOCTaTKOB TAKOM CHUCTEMBI II0 CPABHEHHIO C KIACCHUECKMM METOJOM SBISIETCSI OTCYTCTBHE
BU3YyaJbHOTO KOHTAKTa ¢ yunTesieM. IMEHHO 3TOT HEZOCTATOK MOXKHO YCTPAHUTD, IPUMEHSISI CHCTEMY
BuzneokoHpepenimii. E-Learning cucteMa OOydYeHHs, KOTOpas COCTOMT W3 Pa3IHMYHBIX
THUIIOB O0YYEHHSI: TPAJUIIUOHHOTO, THEBHOTO, 320YHOTO U KOMITBIOTEPHOT0. JTa CHCTEMa MOJTyduiIa
CBOE pa3BHUTHE Oyarojapsi pa3BUTHIO KOMIIBIOTEPHBIX CETEH, KOrja CTYyACHTBl HMEIOT
BO3MOXKHOCTH II0JIy4aTh HOBBIC 3HaHUSI B Jr000e BpeMmbs M Jitobom mecte. Cucrema e-Learning

COJICPXKHUT KaK AJNEKTPOHHYIO, TaK U TUCTAHIIMOHHYIO (QOpMy OOYUYCHHS, T.C. IOJIB30BATCIH MOTYT
00y4JaThCsl) MOCPEACTBOM TEXHOJOTUU WHTEPHET WM C HCIOJIH30BAHHUEM DIICKTPOHHBIX KYPCOB,
Haxomsamuxcsa Ha CD.

» QOOGparnas cBsA3b B IPOIIECCE O0yYEHHs

Hpouecc 06yquI/151 C €ro Yy4YaCTHUKaMH, LCIBI0 H crocodamMu  ux JOCTHXKCHHUSA MOXHO
MNpUupaBHUBATDh, C ONPEACICHHBIMU YIIPOIICHUAMHA K TEXHUICCKON CHUCTEME yYHapaBJICHUS. OcHOBHOI
TEMOI SIBIISCTCS PACKpPBITUC BOIIPOCAa O CO3JaHHUU 06paTHOI>i CBs3H, OLCHKC YCTOﬁqHBOCTH cC
HCIOJb30BaHUA U TCXHUYCCKUX CPCACTB €€ pCain3alunu.

OnHoOM U3 OCHOBHBIX 3a]1a4 YIIPABIICHHUS IPOIIECCAMHU SIBJISIETCS CO3JaHHUE MTPABMIIBHON 00paTHOM
CBS3M, KOTOpas IIO3BOJSIET YHPABIIEMYI0 CHCTEMY HE TOJNBKO MOAACPKHUBATh B YCTOWYHBOM
COCTOSIHWHM, a TaKXKe JOCTHraTh JKEJIaeMOTO pe3yibTaTy. B TexHumke pa3paboTaHBI pazIHdHBIC
MOIXO/BI co3MaHus 3((HEeKTUBHON 00paTHON CBSA3M, KaK I TMHEWHBIX, TAaK U HEIMHCHHBIX CHCTEM.
[Iponecc 0OydeHMs HATIPABJICH HA TOCTHKECHUE OTIPEICIIEHHBIX IeNIei, KOTOphIe HE0OXOIUMO JOCTHYb
B 3aJaHHBIC CPOKU. [loaToMy M Ha mporecc 00ydeHHs MOKHO CMOTPETh Kak Ha CHCTEMY, KOTOpas
UMeeT MHOTHE OOIINE XapaKTEPUCTHKHU ¢ TEXHHUCCKUMH CUCTEMaMH.

[enbto JaHHOM YacTH SIBJISICTCS PACKPBITHE MOHATHS 0OpaTHAs CBSA3b B MPOIIECCE OOYUCHUS U €€
peanu3zaiysi ¢ WCIOJb30BAHUEM COBPEMEHHBIX MH()OPMAIIMOHHBIX U KOMMYHHUKAI[HOHHBIX TEXHO-
JIOTHIA.

OOpaTHyI0 CBs3b B IIPOIIECCE 00yUEHHS MOKHO PACCMATPUBATh C PA3JIUUHBIX CTOPOH U JUIS €€
pasjiesieHus MPUHUMAIOT pasjindHbie Kputepuu. Ha pucynke / Puc. 5/ mpuBeneHHas CTpyKTypa
paszaencHus 00paTHOM CBsi3u U B Tabuiie /Tab. 3/ BO3MOXKHOCTH e¢ peaTu3alii.
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CKOpOCTD
obpaTHOM cCBABH e
| HenpeppmHaZ |f={  CcTYAeHT —{ % "'Yﬂl :::E“ = KOPOTKMITECT
— 0€3aHATHE| = oparens | | CAMOTPOREPKA | || AA QKT e CRaHE
s SESE0R NpepoAaEaTena TeCT
CTYAEHT
2-3pasas | Tposepaemeni || | KOHTPONBHBIE
™| cemecrep g e npeTofjaBaTemne BONPOCHI
— 1-23 cemecTep —@m?rm"° —  Kadezpa = COUMHeHHe
-—‘ daxypTeT =  3K3aMEH

Puc. 5 Kpumepus pazoenenusi 0Opammotl cva3u

Tab. 3 Ilpumenenue UT 0ns coz0anust 06pammuou cesasu

NpHMeHeHHne LMS ApYyrue NPUKJIATHbIE IPOrPAMMBI
KOPOTKHI o Ta0IHYHAS TEKCTOBast
¢opma TecT | 4aTt | Gopym daii npe3eHTAlusA
TEeKCT IporpamMma nporpamMma

AMAAKTHYECKH
il TECT B KOHIIE X X X
ceMHHapa
TPOMEXKYTOYH

P e X X X
bl€ TeCThI
KOHTPOJIbHBIE

X X X X

BONPOCHI
aHaIN3 X
JAUCKYCCHSI X X X
coOYHHEeHHe X X X
TecT
€ OTKPBITBIMH X X X X
BONPOCAMH
KypcoBast

P X X X
paGota
3aKJTI0YATE]TbH
blii JK3aMeH

I[J'IS[ peajn3anu pa3jInIHbIX (bOpM IMPOBEPKU 3HaHHﬁ, CTUMYJIMPOBAHUA CTYACHTA, IPE3CHTAllU
PE3YyIbTATOB Tpyaa, 0OMEeHa OTBITOM U APYTUX, MOKHO UCIIOJB30BAaTh pa3JIMYHbIC CPCACTBA — B TOM
HHUCJIC I/IH(l)OpMaIII/IOHHLIe 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTUHN Ha 0a3e BEIYUCIUTEILHON TEXHUKH.
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»  Pacuiupenue mexncoynapoonozo compyoHu4ecmed ey306

BonpmmM BKIIaI0M B pa3BUTHE MEXTYHAPOAHOTO COTPYJHHYECTBA BHECIIH BUICOKOH(DEPEHITHIH,
KOTOPBIM SIBIIAETCS BO3MOKHOCTD PeaTU3aIiy B3aNMHBIX BCTPEY CTYICHTOB U3 Pa3INYHbIX CTpaH. bi-
arojapsi HIM MOXKHO OPraHM30BaTh CTYACHYECKHE KOH(EpeHINH, OOMEH OIBITOM MEXIy HHMH,
B3aMMHOE€ y9acTHE Ha JIEKIHUAX, ceMuHapax. Camble yaadHble paOOTHI MOTYT OBITH BIIOCIEACTBUU
MIPE/ICTABICHBI HA MEK/IYHAPOIHBIX HAYUHBIX KOH(PEPEHIIUSIX.

Ecnm Ham He00X0IMMO COXPAaHUTh N300pa)KEHHE C IIEITbI0 TPAHCIISIIAM JIEKIIUH CTYACHTAaM B JIBYX
Pas3iMuHbIX reorpaduueckux 00IaCTsIX MOKHO BOCIIOJIB30BATHCS YHUBEPCAIbHOI nporpamMmoi EVO —
enabling virtual organization. 9To web-opueHTHpOBaHHAs cUcTeMa BUaeOKOH(epeHIcBsa3u yepe3 [P
cetu. JlanHas nporpamma EVO B HacTosiee BpeMsi IpUMEHsIeTCs B DKOHOMUYECKOM YHHUBEPCUTETE
JUIS pa3IM4HbIX LIeJeH, HampuMep, A TPAHCIALUM JIEKIUH B pealbHOM BPEMEHH JUIsl CTYIEHTOB
B bparucnage, a Taioke JJIsl T€X CTYJICHTOB, KOTOPbIE HAXOAATCS B y4EOHBIX [IEHTPaX YHUBEPCUTETA
B ropoaax Ilyxos, XKapnosuma, Cenuina, JleBuie. [laHHas mporpaMma IMO3BOJISIET 3allMCHIBAThH
HECKOJIbKO HCTOYHUKOB (BUI€0, ITpe3eHTanus, whiteboard) ¢ Tem, 4To0bl B Oy 1y111eM MOXKHO OBLJIO UX
CHOBA UCIIOJIb30BaTh.

Crienyroleii mporpaMmoit ist 3anucu BUuzieo posiukos seisiercst Pinnacle studio ot ¢pupmsr Pin-
nacle systems Inc. JlanHas mporpamMma O4YeHb MHTEpECHas Ojarojaps CBOMM IIHPOKHM BO3MO-
sHOCTsIM. Kpome Toro, oHa oueHb pocTast ¥ y100Hast JUIsl I0JIb30BaTeIs.

3axBaT U300paKEHUs C IKpaHa B HACTOAIIEEe BPEMsS JOCTATOYHO HIMPOKO PacIpOCTPaHEHHBIN
metoJ1. M3o0pakeHne ¢ 5KkpaHa MOYKHO CHUMATh HETIOCPEACTBEHHO IIPOrPaMMHBIMHA BO3MOXKHOCTSIMH
KOMITBIOTEPA, HO TAKXKE CYILECTBYET BO3MOXKHOCTH I€peJayd JaHHOTO M300paKeHUs! B pealbHOM
BPEMEHU Ha JAPYrHe KOMIBIOTEPHl WM COXPAHEHHs Uil €ro IOCIEeIyIOIero MCIOIb30BAHUS.
K mporpammam ai1st 3axBaTa n300paske€HHsI OTHOCSITCA:

Quick Screen Capture —MoOIIHEBI 1 OYe€Hb YAOOHBINA HHCTPYMEHT IS 3aXBaTa H300paXKeHUS K-
paHa u ux npocMotpa. [103BOJISIET BBIMOIHSTH 3aXBaT C JIIOOOH YacTH SKpaHa Oojiee YeM JEeCsThIO
criocobamu u coxpansaTth B popmatax BMP/JPG/GIF. Jlannas mporpamMma uMeeT MHOTO(QYHKIMOHA-
JbHBIA TpadUuecKuil pelakTop, KOTOPBIH IO3BOJIIET MEHSATh MPOCThIE CHUMKH 9JKpaHa
B BIICUATIISIIOIINE M300paKEHUsI, KOTOPhIE MOT'YT MCIIOJIb30BAThCs ISl TIPE3eHTAlNH, (raiiepoB HITH
Opomrtop. Bwl MokeTe yBeTMUMBATH WM YMEHBIIATh M300pakeHUs, oOpe3aTh, KOMHMPOBATH
W BCTaBJIATh BCE WJIM TOJBKO YaCTH M300paKEHHs, U3MEHSTh X pa3Mep, epeBopavrBaTh, 00pe3aTh
niu coxpansith. (http:/ www.etrusoft.com/)

Super Screen Capture - DTo mmpoKkoOCTyIHAs mporpamma all-in-one, A7 MTHOBEHHOTO
CHATHS CKPUHIIIOTOB C KpaHa. B mporpaMmy BCTpoeH pesKuM IepecMOoTpa CO31aHHBIX CKPUHIIOTOB, C
UCIIOJNB30BaHUEM MHHHATIOP. [loanepskuBaroTesi HECKOIBbKO (hOPMATOB I CO3/1aBaeMbIX (haifios
(BMP, GIF, JPEG, PNG, TIFF). Bes ¢yHkipoHansHast 9acTh pa3MenieHa BCETO JHUIIb B OJHOM
okHe. http://www.free-screen-capture.com/

CaptureWizPro - Oco0eHHOCTBIO JaHHOTO ITPOrPAMMHOIO TPOJYKTA SIBJISETCS BO3MOXKHOCTD
CO3aHHs BUICOPOIIHKA, JaHHAs MPOrpaMMa MpeIHa3HaueHa s 3aXBaTa, IPOCMOTPa, PACTICUATKY,
COXpaHEHHs WM OTIPABKH IO MOYTE H300paXKEHHs C SKpaHa KOMIbIOTEpa. BOJIBIIMHCTBO onepanuii
MO’KHO BBITTOJIHUTH IPU IMTOMOIIU BCIUJIBIBAIOIINUX MEHIO U1 OKOH, KOTOPBIC aBTOMATUYCCKU MTOABJIAIOTCA
U caMu ucuesaroT. http://www.snapfiles.com/features/ capturewiz-8032-491952.php

»  Hekomopuvie mopanvHnuvle acnekmol npumenenusa UT

I/IH(l)OpMaHI/IOHHLIe TCXHOJIOTUHU MOT'YT OBLITH HE TOJIBKO XOpOomuMHU MOMOIIHUKAMH, HO HCKY-
Mar0T HAPYIIHUTHh MOPAJIbHBIX TpaI[I/IIII/Iﬁ Ipu uX MPUMCHCHUU.
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Hexkotopseie n3 obmacTei STHYecKX mpodieM B ucrois3oBanud UT
— B paboTe yuuTens
® 3j10ynoTpelieHe Yy>KUMI Y9eOHBIMU MaTepHaAIaMH,
®  JICIIOJIb30BaHME YPE3MEPHOTO KOJIMUECTBA KOHTPOIBHBIX MEXAaHU3MOB
® yacToe U3MEHEHHE paclucaHus y4eOHOro mpoliecca,

® HEYMECTHOE PacKphITHE MH()OPMALUH O PE3yIbTaTax CTYACHTOB

— B pabote cTyneHTa
® KONHMPOBAHHUE IPYTUX CTYJACHUECKUX PadbOT
e 3joynorpebinenue UT npu npoBepke 3HaHUI
® YaCThIEC M HEOIPaBIAHHBIE HM3MEHEHUS TEPMHUHOB KOHCYJIbTAINN, CEMHHAPOB,
® oOmeHue ¢ KOJUIeraMy ¢ UCIOIb30BAHUEM APYTOr0 UMEHH

® pacmpoCTpaHEHHE JIOKHOW MM HE COBCEM MPABMILHOM nH(pOopMannu

HpI/IBeILCHHI)Ie BO3MOXXHOCTHU 3H0yHOTp66HeHI/IH OpeACTaBIAIOT OMACHOCTHU, KOTOPBLIC HOJIKHBI
3HATb CTYACHTBI, HO OAHOBPEMCHHO UM HeO6XOJII/IMO 0OBICHUTEL BCE BO3MOKHBIE IOCJICACTBUA.

» Jluunocmo u eupmyaivbHbLIL MUpP

C pa3BuUTHEM BUPTYaJIbHON HACHTUYHOCTH U BUPTYAJIbHBIX MUPOB PE3KO MEHSIOTCS M OTHOLICHUS
MEXK/1y JIF0IbMH. boJibloe 3HaueHre mpuoopeTaroT on-line OTHOLICHUSI, KOTOPBIE TIOPOH BBHITECHSIOT
npsMble. EcTecTBEHHO, YTO 3TO pa3BUTHE IOHATHO, HO HEM3BECTHO, C TOUYKHM 3PEHUS 3THUKH,
COLIMAJIBHOTO M KyJNbTYpHOT'O DPA3BUTHUSA 3TO CamMoe MOJXOJAIlee pa3BUTHE. DTO BCE MPUBOAUT
K Pa3BUTHUIO BUPTYAJIbHOHN KYJIbTYPHI

Baxnoe BuuManue HeO6XOZ[I/IMO YACIUTb BUPTYAJIbHBIM OIIACHOCTSAM. OHH BBITEKAIOT U3 CaMOI0
IIOHATHA BI/IpTyaJILHOﬁ HUACHTUYHOCTH, NPOXOAAT B BUPTYaJIbHOM MUPEC, HO MOI'YT UMETb CaMbIC
PpCaJIbHbIC TOCICACTBUS.

Hcnonp3oBanue MHGOPMAINOHHBIX TEXHOJIOTHH B HACTOSIIEE BPEMs MOXET UMETh HE TOJIBKO
TIOJIOKUTETIBHBIE CTOPOHBI, HO MOKET IIPUHECTH U MHOT'O OTPHIATEIbHBIX siBeHuH /Puc. 6/. C ogHOM
CTOPOHBI CO3/1aHHE BHPTYaJIbHBIX MHPOB MM XOTS ObI BO3MOKHOCTH KOMMYHHKAIIH TTOCPEJICTBOM
pa3IMYHBIX UHCTPYMEHTOB MOXKET IOMOYb HECMEIBIM, 3aCTEHUHUBBIM, CIUIIKOM CKPOMHBIM JIOASIM
nposiBUTh ceOsi. Ilpuberass k BUpTyanbHOH (oOpMe JIMYHOCTH, YEIOBEK TEPSIET CBOIO POOOCTH
1 CTAaHOBHTCS OTIMYHBIM MEHE/DKEPOM PELICHUs O0IIECTBEHHBIX MIIM HAYYHBIX IPOOIIEM.

BUPTYanbHas
OnacHoCTb

oT camolii

oT mx an
JIMYHOCTH ARY! u

YXOZ4 C peasibHoro notepuu MCMNo/Ib30BaHME B
mupa KOMMYHHMKaLnu KOPBICTHBIX Liensx

ockop6nexue
JIMYHOCTH

Puc. 6 Pasoenenue onacnocmu ¢ npumeneruem UT
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YEeIIOBEK YyBCTBYET ce0sl OYCHb CBOOOTHBIM, H CBOM

CIIOCOOHOCTH MOXET TNPHMEHHTh U OPraHW3allid passindHoro pozaa rpymni. llox moHsTHEM
6e30macHbBIX ceTeil He0OXO0MMO MTOHUMATh HE TOJIBKO KIIACCHUECKYIO 3aIUTY JaHHBIX, HO U 3alUTy

JIMYHOCTH, 0COOCHHO MOJIOJBIX JIFOCH.

>

WHorna, ycTpaHUB MPAMYIO HIASHTUYHOCTD

A 3aKITI0UYCHHUE

I/IH(l)OpMaIII/IOHHLIC TCXHOJIOT'MU MOTYT OBITH XOpouruM MOMOITHUKOM pa3BUTHSA YCJIIOBECKA MPU

YCJI0BUH, YTO OHH HC CTaHYT MOJTHOU I/Irpynncoﬁ, CpCACTBOM Ui YEAUHCHUS YCJIOBCKA, MHCTPYMCHT-

OM HCHPABUJIIBHOI'O HCIIOJB30BAHHUA TPYAOB APYIrUX YYCHHBIX, CPCACTBOM IMOHMWIKCHHSA Ka4dCCTBa

O6y‘-ICHI/I$I, MMponu3BOACTBA U T.II.
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Ha cxeme /Puc. 7/ nmpuBeneHbl OCHOBHBIC TIPUMEPHI pa3aeicHus npuMeHeHus UT B pa3mmaHbIx
00J1acTsIX XKU3HHU.

WT nomkHBI CTaTh MHOTOIPAHHBIM MHCTPYMEHTOM YITYUIICHUS KauecTBa XKU3HHU dernoBeka. Jlis
9TOTO HEOOXOANMO XOPOIIO U3ydaTh UX TEXHOJIOTNYECKYIO0 CTOPOHY, BO3MOXXHOCTH HX MPABHIBHOTO
MIPUMEHEHHS JJIsl PacIIMPEHUs] HAYYHOW IEATENbHOCTH, PEHICHUs 3ajad, TpeOyromux oOpaboTky
OO0JIBIIOr0 KONMMYecTBa MHGOPMAIMK M TaKKe pPa3INYHbIC BO3MOYKHOCTH WX TNPUMEHEHUS IS
Pa3BUTHS TBOPUECKOT'O MIPUHINIA O0YICHUS.

WHupopManmoOHHbIE TEXHOIOTUN BHOCAT MHOTHE CTEUH(HUIECKHE MOMEHTHI B JIFOOYIO 00JIaCTh
JKM3HH 4YeJIOBeKa U o0LiecTBa. MHOTHUE ITOJIb30BATEIH MIPEAIIONATatoT, 4To npuMenenne UT BHOCHT
CBOIl IOJIOKUTENBHBIA BKJIAJ B MOBBIIICHUE KAYEeCTBA JKU3HM, B YACTHOCTH ITOBBHILICHHE KayecTBa
00pa3oBaHMUsL.

VIMeHHO 5TOMY BOIIPOCY — IOBBIIIEHHE Ka4eCTBA 00YUCHUS - [TOCBSIIECHBI OCHOBHBIC HAEH JaHHOH
cratin. HeoOxonumo ckaszath, uro UT MMEIOT HE TOIBKO MOJIOKUTENbHBIC BIIMSHUE Ha Pa3BUTHE
Ka4yecTBa 00Y4EHHsI, HO TAK)K€ MMEIOT U CBOM OTPHUIIATEIILHBIE CTOPOHBI.

Ha ocHoBe pe3ynbTaToB JaHHOW pabOTHI MpeiyiaraeM co3/aTh psifi COBMECTHBIX ITPOECKTOB
HaNpaBJICHHBIX Ha: — BBIBICHHUE IIOJIOKHUTENIBHBIX M OTPUIATENBHBIX cBoiicTB MT Ha mpomecc
00yd4eHUsI; — BBIABICHHE BO3MOKHOCTEH pacmmpenust npumenenns MUT B mpouecce oOydeHus; —
pa3paboTKy METOOB M NMapaMETPOB OLIEHKU TECTOB; — pa3padOTKy KypcoB ¢ MpuUMeHeHneM My, —
pa3paboTKy OMpoCcOB ¢ MpUMeHeHHeM MyuT; — pa3paboTKy CalTOB Ui ompoca. Bce 3Tu mpoeKTs
MIOMOTYT Pa3BUTb B3aMMHOE COTPYIHHUYECTBO B 00JIACTH PA3BUTHSI HCIIOJIb30BAHMUS MH(OPMAIIMOHHBIX
TEXHOJIOTH.
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Center of Knowledge g ransfer

Abstract:

Pan-European University with the Institute of Economic Research SAS are stakeholders of the
project “ Improving Quality Management Center Transfer of Kowledge into Practice” (project
code ITMS 26240220021), started from October 2009.

The aim of the project is to improve the knowledge transfer into practice by strengthening the
capacity and quality of internal management of Center of Knowledge Transfer and to improve
management of intellectual property rights for Pan-European University, Institute of
Economic Research SAS and other stakeholders mainly public sector institutions. Thereby
contribute to increasing cooperation R & D institutions in the region of Bratislava.

» Projektovy zamer

Lisabonskd stratégia EU definovala okrem vzdeldvacieho a vedecko-vyskumného poslania aj
tretie poslanie vysokych $kol - prenos poznatkov do praxe, ktorého tilohou je uplatiiovanie apli-
kovanych vystupov vedy, prenos novych poznatkov, zakladanie inovativnych spolo¢nosti a pria-
me podsobenie na rozvoj regiénov. Toto poslanie univerzit je spolo¢enskou nutnostou, je nevy-
hnutnd aplikdcia v praxi vyuZiteInych novych poznatkov, aby univerzita zaujala vyznamnu
dlohu v regiéne a tym ziskala re$pekt a tctu.

Centrd pre transfer poznatkov do praxe su v sticasnosti neoddelitelnou sticastou kazdej mo-
dernej univerzity, ako aj vyskumnych organizdcii. Agenda prenosu poznatkov vyskumu a vyvo-
ja do praxe by mala byt povaZovand za agendu porovnatelnud svojim vyznamom s hlavnym po-
slanim vzdelavacich a vyskumnych instittcii - vzdeldvat a skimat.

Paneurépska vysoka $kola (dalej ,PEVS“) a partner projektu Ekonomickym tstavom SAV
(dalej ,EU SAV*) disponuji mnoZstvom poznatkov a vysledkov svojho realizovaného vyskumu
a vyvoja, identifikovali bariéry, ktoré brania transferu a vyuziteInosti poznatkov do praxe a pre
potencidlnych klientov. V snahe eliminovat tieto bariéry PEVS formulovala stratégiu, vytvorila
systém a vyberala vhodny model Centra transferu poznatkov, ktory bude organizovany ako
kombindcia vertikdlneho riadenia a horizontdlnej spoluprdce Centra transferu poznatkov s jed-
notlivymi fakultami a pracoviskami PEVS. Zabezpe¢i sa tak Gi¢inny transfer poznatkov do praxe
na zdklade vonkajsieho dopytu v rdmci instittcii verejného sektora.

Ciel realizovaného projektu sa splnil. Je vytvorené Centrum transferu poznatkov, ¢im sa od-
stranili bariéry braniace transferu poznatkov do praxe, zabezpecila sa podpora a ochrana riade-
nia prdv dusSevného vlastnictva pri transfere poznatkov do praxe. Projekt riesil identifikované
potreby a jeho realizdciou je vytvorené fungujice moderné Centrum transferu poznatkov
do praxe a vytvorend funkénd platforma, v rdmci ktorej bude mozné nielen efektivne nielen
transferovat poznatky a vystupy vyskumu do praxe, ale aj tieto produkty dusevného vlastnictva
ochrdnit.
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» Boli vytvorené moduly znalostnych databaz:

1. Modul databdzy dusevného vlastnictva

Predstavuje elektronickt databédzu, ktord je zbierkou rozhodnuti orgdnov $tatnej spravy SR,
EU a WIPO, legislativy a literattiry relevantnej k prdvam du$evného vlastnictva. Rozsah databazy
je od roku 1993 do konca roka 2009, v pripade legislativy sa rozsah dotyka najmenej vSetkych,
k 31. decembru 2009 zdvaznych prdvnych predpisov SR a medzindrodnych zmlav v oblasti du-
$evného vlastnictva, ktorymi je SR viazand, a primarneho a sekundarneho prava EU; v pripade li-
terattry sa rozsah dotyka odbornych domdcich a zahrani¢nych neperiodickych publikdcii a pe-
riodickych publikdcii najmenej od roku 1993 minimélne vo forme anotdcif, reSersi alebo
bibliografickych odkazov. Obsah databdzy pokryva celd oblast autorského prava a prév suvisia-
cich s autorskym pravom, oblast prdva priemyselného vlastnictva, ako aj dal$ich oblasti prédva
dusevného vlastnictva vratane prdva proti nekalej stfazi.

2. Modul znalostnej databdzy klientov

Predstavuje takd databdzu, ktord obsahuje ponuku poznatkov a technolégii, schopnost zis-
tovat zaujem o produkty zaddvatel'a, vyhodnocovat informadcie obsiahnuté v databaze. Databaza
poskytuje moZnost organizovat priame kontakty medzi jednotlivymi pracoviskami zadédvatela
a klientmi ako i navrhovanie, organizovanie a riadene spolo¢nych projektov zadédvatela a klien-
tov. Umoznuje komunikéciu so sprostredkovatelom (zistenie zdujmu o spoluprdcu, prinos pre
zaddvatel'a, know - how a skiisenosti sprostredkovatel'a v oblasti prenosu poznatkov a technolé-
gif, navrhovand oblast spoluprdce a pod.). St zbierané informdcie o klientoch (odberateloch
predmetov ochrany dusevného vlastnictva) v minimdlnej odportcanej strukture.

3. Modul znalostnej databdzy vedeckych pracovisk

Zber tidajov a produktov vedeckych pracovisk (PEVS a EU SAV). Informdcie o existujticich
vedeckovyskumnych projektoch: tidaje o internych projektoch, kde je prijimatelom zadavatel
a udaje o externych projektoch, kde je zadavatel partnerom, alebo spoluriesitelom, metodiku
spracovania vystupov a vysledkov projektov, ndvrh vnttorného marketingu na podporu vedec-
kych pracovisk, navrhy systému rychlej a prehladnej orientécie v jednotlivych produktoch a vy-
skumnych vystupoch, priebezné aktualizdcia s programdtorom databazy.

4. Modul znalostnej databdzy transferu poznatkov

Jednd sa o zber tidajov o subjektoch transferu poznatkov. Pontika rychlu a prehl'adnt orien-
tdciu v databdze subjektov transferu poznatkov.

Centrum transferu poznatkov spolu s Paneurépskou vysokou $kolou vydava medzindrodny
vedecky Casopis Creative and Knowledge Society/International Scientific Journal, v ktorom C¢ita-
tel ndjde mnozstvo kvalitnych vedeckych ¢ldnkov v anglickom, slovenskom, ¢eskom a ruskom
jazyku.

Elektronickd verzia ¢asopisu je uverejnend v medzindrodnej databdze/kniznici vedeckych
¢asopisov na web stranke: http://versita.com/CKS, alebo http://versitaopen.com/CKS .

» Realizované aktivity projektu

1. Podpora infrastruktiiry interného manazmentu CTP do praxe a podpora ria-
denia prdv dusevného vlastnictva

Aktivita 1.1 - vypracovanie projektu na zriadenie titvarov manazmentu CTP a jeho imple-
mentacia

Aktivita 1.2 - vypracovanie expertiz a odbornych posudkov k projektom - SAV
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Aktivita 1.3 - vypracovanie projektu systému ochrany duSevného vlastnictva a jeho imple-

mentacia

2. Zabezpecenie c¢innosti manazmentu CTP

Aktivita 2.1 - prevaddzka ¢innosti Gtvarov CTP

3. Transfer poznatkov vyskumu a vyvoja do praxe

Aktivita 3.1 - vypracovanie projektu transferu poznatkov do praxe

Aktivita 3.2 - implementéacia projektu transferu poznatkov do praxe

4. Vybudovanie informacnej a komunikacnej platformy

Aktivita4.1 - vytvorenie projektu informacnej a komunikacnej platformy centra a jeho im-

plementdcia

» Harmonogram realizovaného projektu

implementdcia

Ndzov aktivity zaciatok realizdcie | ukoncenie realizdcie

1.1 Vypracovanie projektu na zriadenie ttvarov 10/2009 12/2009
manazmentu

1.2 Vypracovanie expertiz a odbornych posudkov 12/2009 04/2010
k projektom

1.3 Vypracovanie projektu systému ochrany 11/2009 02/2012
dusevného vlastnictva a jeho implementdcia

2.1 Prevadzka ¢innosti titvarov CTP 09/2009 02/2012

3.1 Vypracovanie projektu transferu poznatkov 10/2009 12/2009
do praxe

3.2 Implementdcia projektu transferu poznatkov 01/2010 02/2012
do praxe

4.1 Vytvorenie projektu IKT platformy centra a jeho 10/2009 02/2012

Kontaktné informacie
Paneurdpska vysokd skola
Tematinska 10
851 05 Bratislava
Slovakia
Tomasikova 20
821 02 Bratislava
Slovakia

info: petra.romaniakova@paneurouni.com

web: www.paneurouni.com a www.ctp.uninova.sk

Podporujeme vyskumné aktivity na Slovensku/Projekt je spolufinancovany zo zdrojov EU
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Instructions for authors

e Articles submitted for publication will be accepted only as Word document (.doc or .docx)
sent to e-mail address of managing editor (vvv.esr@gmail.com).

e Range: Articles and papers in 20 standard pages, essays in 10 standard pages, reviews and
gleanings in 5 standard pages (on one page A4 is possible to type 1800 characters including spaces)

e Text should be written as plain text (text font Times New Roman, size 12, without hyphena-
tion and justification).

e [f you need you can use bold, italic or underline

e If you use notes in the text, place the note on the same page.

® Quote following general rules (STN ISO 690)

e The author is responsible for the formal and scientific side of the article.

® [n our journal is not possible to public the article already published in other journal.

e The editorial board reserves the right to edit the headline of the contribution, to make
stylistic, grammar, language and graphical emendations and decide on its inclusion into
specific numbers, and rubrics

e The editorial board reserves the right to refuse the contribution.

e Structure of the paper as follow

TITLE OF THE ARTICLE in ENGLISH
Title of the article in the other language

First and last name without academical degree; in the case of multiple authors,
separate names with commas

Abstract in English (6-10 lines)
Key words in English (3-7 key words)
Key words in other language (optional)

The article

If you want the pictures to be nice and readable, add the bigger and better quality pictures at the
end of the articles with the same numbering as in the article.

Pictures, tables, math formulas will be centered. Please use Fig. 1, Tab. 1,.. to label the objects in
the article.

Citations and References
In our journal we prefer to quote the citations by author (not by the reference number), so please
try to follow this style (Editors, 2011).
Editors (2011). How to create an article to publish it in ITA. Retrieved July 19, 2011, from
http://www.paneurouni.com/sk/fakulty/faculta-informatiky/bratislava-slovakia/o-fakulte/

About Author(s) brief information about author (optional)
(Add name with academical degrees)

Contacts

Name of the author with titles

Address of the institute

Email address:
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